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Abstract

Among Caribbean statistical offices, there is widespread awareness of the issue of statistical
confidentiality which has often led to quite strong restrictions on the availability of detailed and
disaggregated census tables. In North America, Europe, Australia and New Zealand, statistical offices
use disclosure control methods, particularly methods involving some form of data perturbation, to
safely publish detailed and disaggregated census tables. These methods are not used in the Caribbean
(or Latin America) but could safely facilitate the release of much more detailed census tables than has
hitherto been possible in many Caribbean countries. This study reviews the problem of statistical
disclosure control for census tables and international best practice, focusing particularly on the use of
perturbative methods; it carries out comparative analysis and testing of the cell perturbation method
and random rounding methods; and recommends that these methods should be made available to
statistical offices through the REDATAM software.
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Introduction

Statistical disclosure control has been an area of increasing concern for official statisticians over recent
decades. The increased use and availability of official statistics, the richness of the data environment into
which official statistics are now published, and the development of modern computing and data science
have all increased the threats to statistical confidentiality and therefore the importance of statistical
disclosure control. This concern and attention to the issue of disclosure control has been most evident
among the statistical offices and statistical systems of North America, Europe, Australia and New Zealand.
Among Caribbean statistical offices there is both an awareness and concern about the issue which
influences the way in which statistics are published and disseminated, although relatively little use has
been made of specific methods for disclosure control, especially methods involving data perturbation.

The problem of statistical disclosure control for census data has received particular attention
because complete enumeration has important implications for disclosure risk. It is relatively easier to
identify an individual in a census dataset and to learn some information about them, compared to a
survey dataset. This is because in a census dataset it is known, at least with high probability, that all
members of the population are present in the data. A household survey, by contrast, only contains a
small fraction of the population and this uncertainty about who is, or is not, in the sample provides some
protection against the risk of disclosure. At the same time, the main purpose of a census is to be able to
provide information about small geographic areas and rare population characteristics which would not
be captured accurately in a survey. It is precisely these data for small geographic areas and rare
population characteristics which are most likely to lead to disclosure of information about individuals.
In small Caribbean countries, census datasets do not have to be disaggregated very far, by geography
and other variables, before disclosure risks become very apparent.

1 Forthe purposes of this analysis, Caribbean refers to the following countries and territories: Anguilla, Antigua and Barbuda, Aruba,
Bahamas, Barbados, Belize, Bermuda, British Virgin Islands, Cayman Islands, Curagao, Dominica, French Guyana, Grenada,
Guadeloupe, Guyana, Jamaica, Martinique, Montserrat, Saint Kitts and Nevis, Saint Lucia, Saint Vincent and the Grenadines, Sint
Maarten, Suriname, Trinidad and Tobago, Turks and Caicos Islands and United States Virgin Islands.
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Census frequency tables for small areas and sub-populations will commonly contain small cell
counts. This leads to the possibility that individuals or households could be identified and information
about them disclosed. Such disclosure of confidential information would constitute not just a breach of
one of the United Nation’s fundamental principles of official statistics but would also, in many countries,
contravene national statistical laws. At present, statistical offices seek to prevent this from occurring by
avoiding publication of tables which contain small cell counts. This is commonly achieved by, for
example, not releasing data for small geographic areas and redesigning tables to avoid presenting
information on rare population characteristics. This will clearly reduce the usefulness of census data
outputs for some users at least.

There is extensive literature addressing the problem of statistical disclosure control (SDC) for
population and housing censuses. Methods, policies and practices have been developed to enable
statistical offices to maximise user access to census data while reducing to an acceptable minimum the
risk that there is any breach of statistical confidentiality. This is referred to as the risk-utility trade-off.
There are two broad categories of disclosure control methods. Non-perturbative methods generally
involve data suppression, either through restricting the publication of certain tables or table redesign.
Perturbative methods, on the other hand, change rather than suppress data, introducing some form of
random variation or noise (see Antal, Enderle and Giessing, 2017). The statistical disclosure control
literature subdivides into two main strands: disclosure control for tabular data and disclosure control for
microdata. Disclosure control for census microdata is not considered here but was addressed in a
relatively recent ECLAC study on the dissemination of Caribbean census microdata (Jones and Fox, 2016).

The motivation behind this study arises primarily from ECLAC's work with Caribbean statistical
offices, supporting them in the online dissemination of census data through REDATAM. There are
currently ten Caribbean countries offering access to one or more census datasets through an online
query system, using REDATAM. In the design of these applications, disclosure control was a major factor
which shaped the design of the application and determined what data were released or not released.

This study makes the case that for Caribbean census data, a better trade-off between risk and
utility can be achieved by applying statistical disclosure control methods which have not previously been
applied in Latin American or Caribbean censuses, specifically perturbative methods. It also proposes
that implementation of these methods in the REDATAM software would be the most effective way to
make them available to Caribbean statistical offices and other REDATAM users.

8
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I. Statistical disclosure control for census tables

A. The problem of statistical disclosure control for tabular census data

Tables of frequency counts are the primary form in which most census data are published. They are
cross-tabulations of two or more variables, with each cell containing a count of the number of persons (or
households, dwellings or buildings) falling within that cross-classification of the variable categories.?
Disclosure risks arise primarily when there are table cells containing only a very small number of cases,
because those combinations of variable categories are rare in the population. This is most especially true for
cells containing only one case, that is, a unique combination of variable categories. Such cases are at risk of
being identified, meaning that someone recognises that the 1 in the cell belongs to a known individual or
household. Cells containing counts of 2 are also regarded as risky since if one person can be matched to the
cell containing two cases, then the other individual is effectively unique by subtraction within the cell.

The literature on statistical disclosure control formalises this problem of disclosure in a slightly more
precise way (see Hundepool and others, 2012 or Hundepool and others, 2010), distinguishing between several
different types of disclosure. The simplest is identification, simply that an intruder is able to link a data item to
one known individual (or household). For example in table 1, identification would be said to have occurred if
somebody knowing either a Hispanic Methodist or a White Seventh Day Adventist was able to recognise that
one of the counts of 1 in either of those two cells must belong to one of those individuals. In order to establish a
link with a known person, the intruder must already know the individual’s ethnicity and religion, and therefore
the table would not reveal any new information about those individuals to the intruder, except the fact that they
are unique in the population (which could be significant). For this reason, identification is regarded as a
somewhat less serious form of disclosure, but it is still a concern, both because of the perception that individuals
are visible in the data and because identification can be the first step towards actually disclosing information
about an individual. There may be other tables where this uniqueness can be exploited to reveal information.

2 The REDATAM software (like SPSS) distinguishes between frequency tables, which show frequency counts for one variable, and
cross-tabulations which show frequency counts for cross-classifications of two or more variables. In common with most of the statistical disclosure
control literature, this study uses the term frequency table to include both one dimensional and multi-dimensional tables of frequency counts.
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Table1
A census table from which identification (or self-identification) could occur
(Numbers of people)
Seventh Day
Anglican Baptist Methodist Pentecostal Catholic Adventist Total
Black 7 284 2 347 7126 4572 1836 2417 25 582
East Indian 20 58 9 123 40 10 260
Hispanic 7 5 1 120 171 53 357
Mixed 138 39 93 157 309 65 801
White 153 45 51 13 351 1 614
Other 11 15 6 9 80 10 131
Total 7 613 2 509 7 286 4 994 2787 2 556 27 745

Note: Table is based on artificial data for illustration purposes only.

A more serious form of disclosure is individual attribute disclosure. This occurs when not only is an
individual identified, but information about them is revealed. Table 2 shows a three-dimensional
cross-tabulation: ethnicity by religion by some health condition. If in a cross-tabulation of three variables,
there are individuals who can be identified uniquely by just two variables, then for those individuals, their
values on the third variable will be revealed. In this case, the Hispanic Methodist does suffer from the health
condition, but the White Seventh Day Adventist does not.

Table 2
An example of individual attribute disclosure
(Numbers of people)
Health Seventh Day
Ethnicity condition Anglican Baptist Methodist Pentecostal Catholic Adventist Total
Black No 6 795 2268 6 616 4 408 1746 2342 24 175
Yes 489 79 510 164 90 75 1407
Total 7284 2347 7126 4572 1836 2417 25582
East Indian  No 18 55 7 115 40 10 245
Yes 2 3 2 8 0 0 15
Total 20 58 9 123 40 10 260
Hispanic No 7 5 0 116 166 50 344
Yes 0 0 1 4 5 3 13
Total 7 5 1 120 171 53 357
Mixed No 131 37 89 157 289 64 767
Yes 7 2 4 0 20 1 34
Total 138 39 93 157 309 65 801
White No 148 45 49 12 345 1 600
Yes 5 0 2 1 6 0 14
Total 153 45 51 13 351 1 614
Total No 7 099 2410 6 761 4 808 2586 2 467 26 131
Yes 503 84 519 177 121 79 1483
Total 7 602 2 494 7 280 4985 2707 2 546 27 614

Note: Table is based on artificial data for illustration purposes only.

In fact, it is not always necessary for identification to take place, for attribute disclosure to occur. Table 3
shows another three-dimensional cross-tabulation, this time occupation, by age, by health insurance status. The
presence of zeros discloses the fact that all managers aged 15-24 have health insurance but among agricultural
workers aged over 65, none of them have health insurance. This is referred to as group attribute disclosure.

Disclosure does not have to result from the appearance of small cell counts in tables. The difference
between two or more larger numbers can imply the existence of a small cell count and so lead to disclosure.
Tables 4 and 5 could very plausibly be produced using a flexible table generator like those built using REDATAM.
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They show activity status by area for all persons (table 4) and activity status by area for persons without a disability
(table 5). Although there are no small cell counts in either table 4 or 5, differencing the two tables reveals
the existence of six persons with a disability that have a unique combination of activity status and area.
This example of disclosure by differencing illustrates how disclosure control for census tables is not simply a matter
of addressing the small cell counts, but also the implied small cell counts which can be derived by differencing.

Table 3
An example of group attribute disclosure
(Numbers of people)
Occupation Health 15-24 25-34  35-44 4554  55-64 65+ Total
insurance
Managers No 0 5 14 36 26 14 95
Yes 4 10 58 129 123 872 1196
Total 4 15 72 165 149 886 1291
Professional/ No 8 17 36 81 55 22 219
Technical Yes 16 39 140 290 148 112 745
Total 24 56 176 371 203 134 964
Clerical No 6 14 18 40 21 4 103
Yes 19 43 55 117 53 7 294
Total 25 57 73 157 74 11 397
Service/sales No 29 40 49 56 31 9 300
Yes 30 38 37 52 23 5 180
Total 59 78 86 108 54 14 480
Agriculture No 6 30 34 36 31 5) 142
Yes 2 16 22 15 4 0 59
Total 8 46 56 51 35 5 201
Total No 49 106 151 249 164 140 859
Yes 71 146 312 603 351 991 2474
Total 120 252 463 852 515 1131 3333

Note: Table is based on artificial data for illustration purposes only.

It should also be remembered that although the focus here has been on individuals, tables of data about
households, dwellings or buildings can also lead to disclosure of information, including about the individuals
belonging to those statistical units. Indeed, there are particular disclosure risks associated with variables such
as household type, size, income level or dwelling type and with variables that tend to be shared by household
members, for example ethnicity and religion. Household variables, by definition, group individuals and if
households can be identified, this also constitutes disclosure of information about the household members.
Individual variables such as religion or ethnicity, particularly those which are uncommon in a given area, could
lead to a cell count of, say, 5 corresponding to the members of one household. Attention needs to be paid to
these hierarchical patterns in the way that variables are made available through an online query system,
particularly the way that building, dwelling, household and individual variables can be used in combination.

These examples of potential disclosure might seem to suggest that it is just a small matter relating to a
few unusual cases. If census tables are only distributed through a single national census report, this might be
true. Online dissemination, however, particularly through flexible table generating applications, dramatically
increases the ability of statistical offices to provide detailed access to census data. A REDATAM application
can make thousands of times more tables available to users than a census report. It is this fuller and richer
exploitation of census data that inevitably comes into conflict much more directly with the obligation to
protect statistical confidentiality. The ability of users to define their own tables raises the possibility that if an
individual is identified, it may be possible to recover their entire census record. Furthermore, recent work on
database reconstruction attacks shows that the reconstruction of census micro-datasets from tabular
outputs, at least in part, is much more feasible than was previously thought (see chapter II, section C).
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Table 4
An example of disclosure by differencing: activity status by area for all persons
(Numbers of people)
Area 1 Area 2 Area 3 Area 4 Area 5 Area 6 Total
Worked 4923 658 887 1367 1520 1834 11189
Unemployed 538 58 104 247 175 185 1307
Home duties 430 65 70 93 112 116 886
Attended school 1125 257 91 173 216 534 2 396
Retired 854 97 106 148 181 250 1636
Unable to work 139 8 31 65 37 45 325
Total 8 009 1143 1289 2093 2241 2 964 17 739

Note: Table is based on artificial data for illustration purposes only.

Table s
An example of disclosure by differencing: activity status by area for all persons without a disability
(Numbers of people)

Area 1l Area 2 Area 3 Area 4 Area 5 Area 6 Total

Worked 4871 650 883 1346 1507 1817 11 074
Unemployed 535 56 104 237 169 184 1285
Home duties 419 64 63 87 107 112 852
Attended school 1120 256 90 173 215 533 2 386
Retired 742 93 81 122 157 217 1412
Unable to work 72 5 14 30 16 24 161
Total 7759 1124 1235 1994 2171 2887 17170

Note: Table is based on artificial data for illustration purposes only.

The undertakings given to census respondents about protecting the confidentiality of the information
they provide are unambiguous. Statistical offices take their responsibilities seriously in this regard and work
hard to prevent worst-case disclosure scenarios and the damage they could do to institutional reputations and
trust in official statistics. Yet statistical offices also have a responsibility to maximise the utilisation of census
data and to provide the richest and most detailed data products that they can to census users, which leads
back to the risk that information about individuals is disclosed. Statistical disclosure control is about finding
the best compromise between these conflicting obligations.

B. Current practice in the Caribbean

In producing census tables, such as those appearing in national census reports or other similar publications,
statistical offices in the Caribbean generally take care to limit or avoid the publication of tables with small cell
counts that could lead to disclosure. They restrict the publication of tables for small geographic areas and
small population subgroups, and tables may be redesigned to prevent disclosure, for example by recoding
variables. In the absence of dedicated capacity in the area of statistical disclosure control, subjective decision
making and the attitudes of individual statisticians towards statistical confidentiality and managing risk
inevitably play a major role.

This kind of table suppression or redesign is considered a form of statistical disclosure control but, used
alone, it does not strike an efficient balance between disclosure risk and data utility. It is certainly possible to
reduce disclosure risk to a low level, but only by heavily restricting the publication of statistics about small
geographic areas, small population subgroups and detailed breakdowns of variables like occupation for which
there is a real user demand.

Where REDATAM is used to disseminate census data, disclosure risk is managed through the design of
the online application. Since the volume of tables available to the user through an interactive tool is much
greater, this becomes an even more complex problem. Relevant aspects of design include the variables which
are available in the application, the way in which those variables are coded, the extent to which users can
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cross-tabulate different variables against each other (or use variables to filter database queries), the level of
geographic disaggregation which is available, and whether the user is provided with functionality to use
REDATAM's programming language to specify database queries.

REDATAM is not a single online table generator, rather it is a tool that statistical offices can use to build
flexible table generators. Many statistical offices have worked with ECLAC, or sometimes independently, to
provide online access to their census data using REDATAM. Statistical disclosure control itself is as much an
art as a science and this, combined with the different attitudes to statistical confidentiality in different
countries, means that there are variations from country to country in the way that REDATAM applications
have been designed and the implications of those designs for disclosure risk.

Whatever decisions statistical offices have taken about the publication of census tables, relying solely
on non-perturbative methods is not an effective strategy. This is true both for the release of standard census
tables and for the design of REDATAM applications. The result is either excessive disclosure risk or heavy
restrictions on the release of census data and suppression of data. Perturbative methods introduce the
possibility that for a very small loss of data accuracy, statistical offices could significantly expand the
publication of census data, safely releasing data that would otherwise remain unpublished.? A range of
perturbative methods have been used by statistical offices around the world to achieve more effective
disclosure control for census data and the following chapter of this report will review some of these methods.

3 The same logic also applies to statistical disclosure control for microdata where, although the methods are rather different, the most
effective anonymization of microdata is normally achieved through a combination of non-perturbative and perturbative methods.
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Il. A review of SDC methods for census tables
and international best practice

A range of statistical disclosure control methods have been proposed and applied to protect tabular data, but
only a more limited selection of methods have been deemed appropriate for census use. Not only do censuses
tend to generate large numbers of relatively complex tables but, as mentioned in the previous chapter,
complete enumeration of the population makes the census something of a special case. Some methods which
are quite widely applied to other statistical outputs are generally deemed inappropriate for use with census
data. The cell suppression method involves the primary suppression of risky cells and the secondary
suppression of non-risky cells (in order to prevent primarily suppressed values being re-calculated from the
values published in the table). However, cell suppression is not normally applied in censuses because of the
relative difficulty of applying primary and secondary suppressions across a large number of linked tables
(Shlomo, 2018). The controlled rounding method protects tabular data through rounding while maintaining
additivity between rounded interior cells and the rounded total and marginal totals, but it depends on
computationally expensive linear programming which makes it unsuited to the size, scope and magnitude of
census tables (Shlomo, 2018).

This chapter looks at three approaches to statistical disclosure control for census tables: pre-tabular
methods, post-tabular methods and differential privacy, and considers their applicability to census data in the
Caribbean. Each of these approaches involve introducing, in different ways, random variation into the data in
order to reduce to an acceptable minimum the risk either that an individual could be identified in a table or
that information could be disclosed about an individual. Clearly it is desirable that the random variation
introduced to the data is the minimum that is necessary to achieve this objective.

A. Pre-tabular methods

The most widely used method of pre-tabular perturbation is record swapping which has been used in recent
censuses in the United States (censuses 1990, 2000 and 2010), United Kingdom (censuses 2001 and 2011),
Sweden (2011), Austria (2011) and Belgium (2011). The essence of the record swapping (or data swapping)
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method is that a small proportion of households which are similar in terms of some basic social and demographic
characteristics are swapped, that s, their geographic codes are swapped as if the households physically swapped
places. The swapping routine can be refined to favour households with rare characteristics which are at greater
risk of identification or attribute disclosure (this is referred to as targeted record swapping). The geographical
distance between swapped households can also be varied according to disclosure risk, within a certain limit
(a household would not be swapped with another in a completely different part of the county).

The rationale for swapping the geographic location of households is that households which share
similar basic social and demographic characteristics are likely to be fairly similar to other households sharing
those characteristics in the same part of the country. Swapping whole households reduces the possibility of
creating illogical or inconsistent records and the introduction of uncertainty as to the true geographic location
of high-risk households makes it more difficult for an intruder to claim with certainty to have identified a
household. The method has the effect of introducing perturbations in the census data tables, but only at lower
levels of geographic disaggregation. With data swapping restricted to take place within the areas defined at
a certain level of census geography, any census tables produced at that level of geography or higher will be
unaffected. The method is thus designed to provide disclosure control protection precisely where it is needed
most, namely census tables for small areas.

Data swapping has some important practical advantages which explain its relatively widespread use. It
is relatively simple to apply, particularly compared to other methods of microdata perturbation. It only has to
be applied once and then all subsequent census tabulations can be produced from the perturbed microdata in
the normal way. The method does, however, have some important disadvantages. It does not offer such strong
protection against disclosure (for acceptable levels of perturbation) compared with post-tabular methods and
this problem becomes more acute in the context of an online table generator. In addition, geographic swapping
is not applicable to very small countries (see section D for further discussion of these issues).

The German Federal Statistics Office (Destatis) used a different pre-tabular method of disclosure
control for their 1987 and 2011 census (the SAFE method, see Giessing and Hohne, 2010), but it has been
announced that Destatis will shift to a post-tabular method for their 2021 census (Destatis, 2018). It should
also be noted that for their 2020 Census, the United States Census Bureau (USCB) is moving away from data
swapping as a methodology after deciding that it offered insufficient protection. The USCB are adopting the
differential privacy standard for their 2020 census (see section C). The United Kingdom’s Office for National
Statistics (ONS) are planning to use record swapping again in their 2021 census but, in recognition of the fact
that data swapping alone is insufficient (Spicer, 2020), will supplement it with a post-tabular method of
disclosure control (see below).

Data swapping has actually been applied to Latin American and Caribbean census microdata which are
disseminated through the Minnesota Population Center’s IPUMS International project, although in this case
the purpose is to protect samples of microdata rather than tabular data. Through this longstanding project,
anonymized samples of census records from countries all around the world are made available on licensed
release to approved researchers, including some larger Caribbean countries (Jamaica, Trinidad and Tobago
and Puerto Rico). The use of data swapping to protect anonymized samples of census microdata records is a
rather different application of the data swapping method, which is not directly comparable with its use for the
protection of tabular data.

B. Post-tabular methods

The alternative to perturbation of the census microdata is to apply the perturbation after tabulation, that is,
to perturb the data in the census tables themselves. In this way, disclosure control effectively becomes an
‘add-on’ to the tabulation process. There have been three main post-tabular approaches which statistical
offices have employed: small cell adjustments, random rounding, and the Australian Bureau of Statistics’
(ABS) cell perturbation method.
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1.  Small cell adjustments

Asthe name implies, small cell adjustments involve applying perturbations to the cells containing small counts
only. Since most disclosure risk arises from small cell counts, it makes sense to apply adjustments to introduce
some uncertainty about the true values of those counts. In their respective 1996 and 2001, and 1991 and 2001
censuses both the ABS and the UK's ONS applied the small cell adjustments method to protect tabular
outputs. Applying small cell adjustments involves randomly adjusting small cells within tables upwards or
downwards to a base using an unbiased prescribed probability scheme (Hundepool and others, 2012).

Statistical offices often release only limited information about disclosure control methods since
knowledge of the methods, particularly their exact parameters, could help an intruder to ‘unpick’ the
protection that the methods are intended to provide. However, the fact that published census tables in both
countries’ 2001 censuses did not include counts of 1 or 2 makes clear that this was the operative definition of
‘small cells’ and that cell counts taking these values were randomly perturbed to either o or 3, most likely with
the same probabilities used for random rounding to base 3 (see below).

The small cell adjustment method is applied independently to each table. After the small cells have
been adjusted, the total and marginal totals are re-calculated taking into account the adjustments made to
the small cells. Therefore, the method actually perturbs small cells, totals and some marginal totals. A
consequence of this is that the small cell adjustment method creates a degree of inconsistency between
tables. It is relatively common that in sets of census tables which cross-tabulate different combinations of
variables, there will be totals or marginal totals that appear in multiple tables. Since the small cell adjustment
method is applied independently to each table, the total and marginal totals can be recalculated in different
ways in each table depending on the small cell adjustments.

The removal of all cell counts of 1 and 2 provides quite strong protection against disclosure risk although
the recalculation of totals in independently adjusted tables can lead to some cell adjustments being unpicked
(Hundepool and others, 2012). For example, a marginal total may be adjusted in one table, but the true
unadjusted value may appear in another table (if that table has no small cell counts), which can lead to the
original small cell adjustment in the first table being unpicked. Since only small cell counts are adjusted the
level of information loss (or reduction in data utility) is generally quite low except in highly sparse tables where
the number of cell adjustments increases.

Nevertheless, both the ABS and ONS moved away from the use of this method after their 2001
censuses, although in slightly different directions. While the method removes the small cell counts
themselves, it does little to prevent disclosure by differencing. Small cell counts will still be implicit as the
difference between two larger cell counts. In the context of a pre-prepared set of census tables, this risk could
perhaps be managed by careful review of the tables prior to publication. However, in the context of a table
generator, this is likely to be impossible due to the sheer number of possible tables which can be generated.

2. Random rounding

The random rounding method, unlike small cell adjustment, is applied to cell counts irrespective of size.
Counts are rounded either upwards or downwards to the nearest multiple of the rounding base, generally 3 or
5, according to prescribed probabilities.So unlike with conventional rounding, numbers are not always
rounded to the nearest multiple of the base.

Random rounding is used by both Statistics Canada and Statistics New Zealand to protect their census
tables. Statistics Canada uses random rounding to base 5 and have used this method since their 1971 census.
Table 6 shows part of a Statistics Canada census table of the national population by age and sex, with all
estimates rounded to base five. Interior cells, the total and marginal totals are all rounded independently.
Original counts which are divisible by five remain unchanged while those not divisible by five are rounded
either up or down according to the rounding scheme illustrated in table 7.
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Table 6
Part of a Statistics Canada census table: population by age and sex, Census 2016
(Numbers of persons)
Sex (3)
Age (in single years) and average age (127) Total - Sex Male Female
Total - Age 35,151,725 17,264,200 17,887,530
0 to 14 years 5,839,565 2,992,920 2,846,645
0 to 4 years 1,898,790 973,035 925,760
Under 1 year 369,730 189,085 180,650
1 372,615 190,900 181,710
2 378,880 193,940 184,945
3 386,200 198,615 187,590
4 391,365 200,500 190,865
5to 9 years 2,018,130 1,034,690 983,440
5 394,530 202,500 192,035

Source: Data tables, 2016 Census, Statistics Canada (https://wwwa12.statcan.gc.ca/census-recensement/2016/dp-pd/dt-td/index-eng.cfm).

Table 7
Random rounding to base five: rounding probabilities, Statistics Canada

Unit values of Will round to count endingin0  Will round to count ending in 5

1

4 times out of 5

1 time out of 5

2 3 times out of 5 2 times out of 5
3 2 times out of 5 3 times out of 5
4 1 time out of 5 4 times out of 5
5 Never Always

6 1 time out of 5 4 times out of 5
7 2 times out of 5 3 times out of 5
8 3 times out of 5 2 times out of 5
9 4 times out of 5 1 time out of 5
0 Always Never

Source: Statistics Canada (https://www12.statcan.gc.ca/census-recensement/2011/ref/DQ-QD/conf-eng.cfm).

Statistics New Zealand uses a very similar method in their censuses, except that rather than rounding
to base five, they round to base three, an approach which they have been using since 1981. Random rounding
to base 3 is applied in a very similar way. Cells counts divisible by 3 are unchanged while counts not divisible
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by three are rounded either up or down using probabilities of one third and two-thirds. For example, a count
of 7 would be rounded down to 6 with a probability of two-thirds and rounded up to g with probability one
third. For a count of 8, the rounding probabilities are reversed.

Random rounding has two important advantages over conventional deterministic rounding (where
numbers are always rounded to the nearest multiple of the rounding base). First, the greater uncertainty
introduced by the use of probabilities, means that it is less likely that the rounding can be ‘unpicked’ by
comparing independently rounded interior cells and totals. Secondly, the probabilities can be chosen to
ensure that the sum of randomly rounded numbers is always an unbiased estimate of the sum of the original
cell counts. Conventional rounding, on the other hand, will tend to create a downward bias due to the
preponderance of small last digits in census data (Zeisset, 1978).

A notable consequence of the random rounding method is that tables are not strictly additive. This is
clear from the first row of table 6 where the national population of Canada (35,151,725) is not strictly equal to
the sum of the number of men (17,264,200) and the number of women (17,887,530), differing by five. As
mentioned above, although controlled rounding methods producing additive tables do exist, the algorithms
are not suited to census tables and certainly not online processing. Statistical offices applying random
rounding have therefore had to educate users on the need to accept non-additive census tables as a price
worth paying to enable safe publication of more detailed census outputs.

A second consequence of random rounding can be the introduction of inconsistencies between tables.
If random rounding is applied independently to each table, when the same table cell appears in two or more
tables, it might be rounded up in one table and down in another. For example, among the data tables from
which table 6 was taken, the number of females aged 26 in Canada appears as 232,540 in some tables and
232,545 in others. However, random rounding can now be applied in a way which is consistent across tables
and in their 2018 census Statistics New Zealand did indeed introduce what they called fixed random
rounding. This means that where the same cell (containing exactly the same microdata records) appears in
several tables, it will always be rounded in the same way. This consistency across tables is achieved using cell
keys (see below).

3.  ABS cell perturbation (or the cell key method)

In the publication of results from the Australian census of 2006, the Australian Bureau of Statistics developed
an alternative method of perturbing cell counts. Rather than perturbating cell counts using random rounding,
perturbation is applied in the form of additive noise with a certain probability distribution. Cell counts are
typically perturbed by small values, say o, +1, +2, +3. As with random rounding, all cell counts including interior
cells, the total and marginal totals are perturbed to protect against disclosure by differencing. The two
methods are quite similar and random rounding can be analysed as a variant of cell perturbation.

Leaver (2009) described the properties of this additive noise as integer-value perturbations whose
distribution satisfies the following criteria:

(i) the meanis zero;

(i) the perturbations will not create negative cell values or very small positive cell values;
(iii) the perturbations have a fixed variance;

(iv) the absolute value of any perturbation is less than a fixed positive integer.

In the ABS implementation of this method, the ‘very small positive cell values’ referred to in the second
criteria are again 1 and 2. Therefore the cell perturbation method will perturb all values of 1 or 2 to either o or
3 (or possibly 4 depending on the parameters) and the resultant table, like random rounding to base 3 will
contain no values of 1 or 2. However, unlike random rounding to base 3, perturbed tables can contain any other
whole number value other than 1 or 2.
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From the outset, the method was designed to be used in the context of a flexible table generator, ABS's
TableBuilder, which was launched in 2009 with data from the 2006 census. An important innovation which
enabled the use of cell perturbation in a table generator was the use of cell keys. These cell keys enable cell
perturbation (or random rounding) to be applied in an online table generator. Most importantly, the use of the
cell key method prevents the possibility that the user of a table generator could simply request the same
tabulation repeatedly, with counts perturbed in different ways each time, thereby enabling the user to
observe the probability distribution of perturbed (or randomly rounded) counts and infer from this what the
original counts were. The perturbation is ‘fixed’ so that every time a particular cell count is produced, meaning
that exact combination of microdata records, the same random perturbation is applied. In this way, every time
a particular table is requested, it is reproduced with all cells having exactly the same perturbed cell values
every time. A further benefit of the method is that every time the same cell, for example all economically
active women aged 45-49 in region 3, appears in any table, it is always perturbed in the same way. In this way,
the method guarantees consistency between tables.

The method works by assigning record keys, essentially a unique code, to every record in the microdata
(every person, household, dwelling or building). When a table is produced, in parallel with calculating either a
weighted or unweighted count for each of the table cells, the record keys are summed for each cell to produce
the cell key. This cell key is then used to seed a pseudo-random number which is used to determine the
integer-value perturbation, which is applied to the cell, via a fixed lookup table (Leaver 2009). The lookup
table, therefore, has a fundamentally important role to play because it determines the characteristics of the
additive noise that is applied to the original cell counts by defining its probability distribution (which must
satisfy the four criteria mentioned above).

Table 8 shows an example of a cross-tabulation of census data to which the ABS cell perturbation
method has been applied. Two features of the table to note are that there are no cell counts of either 1 0or 2 in
the table although there are cell counts of o and 3. The original table may have contained cell counts of either
1 0r 2, but the cell perturbation method would have changed those counts to take either the value o or 3. The
second important feature to note is that, like the Canadian census data, the table is no longer strictly additive
and there are discrepancies between the sums of the interior cells and the corresponding marginal totals and
between the interior cells and the grand total (and between marginal totals and the grand total).

As originally implemented, the method was a two-stage process. At the first stage, perturbation was
added to all table cells, including the independent perturbation of interior table cells, marginal totals and the
grand total. This perturbation process produced a non-additive but protected table. The second stage of the
method involved the application of an algorithm which applied a further set of adjustments to make the tables
additive again. This had the effect of creating inconsistencies between tables because the algorithm had to
be applied separately to each table. Where the same cell appeared in more than one table, although stage one
of the method could guarantee consistent perturbation, there was no way to ensure that the additivity
adjustments would be applied consistently. From 2017 onwards, the ABS changed their approach and stopped
using the additivity adjustments so that now only the first stage of the method, perturbation, is applied. This
meant that whereas between 2009 and June 2017, Australian census data tables were additive but with
inconsistencies between tables, since June 2017 tables have been non-additive but consistent. It seems that
the factors in this decision were a reassessment of the importance of consistency between tables versus
additivity and also the complexity of the algorithm that re-established additivity, which can work well for
smaller tables but becomes computationally very expensive, and therefore unsuitable for online processing,
for larger multi-dimensional tables. The issue of non-additivity of tables is discussed further below.

More recently the ABS TableBuilder tool received some media coverage in Australia after research, first
published in 2019 by Asghar and Kaafar (2020), described algorithms which they argued could unpick the cell
perturbation method implemented in the TableBuilder website. The first step involved an algorithm to
uncover the maximum magnitude of perturbations applied. This information was then used in a second
algorithm which involved the creation of large numbers of slightly different queries from which many noisy
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versions of the same single unknown original count could be calculated. This could be achieved through
summation of many different breakdowns of the same total. Although the data is protected by additive noise
which is cumulated in any summation, if a sufficiently large number of noisy versions of the same single
original value can be calculated, then removal of the noise is possible. The attack was not actually carried out,
but rather was intended to demonstrate a weakness in the TableBuilder confidentiality protections. The paper
concluded by recommending differential privacy as the way to protect against such attacks (see chapter |l
section C on differential privacy).

Table 8
ABS cell perturbation applied to a cross-tabulation of religion by district (Belize census, 2010)
(Numbers of people)
Corozal Orange Belize Cayo Stann Toledo All districts Discrepancy
Walk Creek
Anglican 382 485 9737 1496 1545 246 13 894 3
Bahai Faith 26 14 44 68 45 6 200 -3
Baptist 619 421 3 856 1850 1764 2 400 10912 2
Buddhism 58 104 366 162 48 7 744 -1
Hinduism 104 95 336 41 22 5 606 3
Islam 66 0 425 49 27 5 568 -4
Jehovah'’s Witness 710 1 006 1432 1081 505 335 5071 2
Mennonite 2 536 4947 331 2 852 206 621 11491 -2
Methodist 525 293 6125 369 860 577 8 747 -2
Mormon 131 189 385 500 67 7 1277 -2
Nazarene 824 150 1905 2 605 1260 1852 8 591 -5
Pentecostal 1720 2035 5079 10 844 2 845 3120 25 643 0
Rastafarian 14 18 248 113 94 35 520 -2
Roman Catholic 18 331 19 940 33 260 24 264 12 878 13 259 121 936 4
Seventh Day Adventist 3977 2 306 5377 3 000 1364 465 16 491 2
Salvation Army 12 7 242 102 8 3 366 -8
Other 2729 7 154 5434 6 466 2 405 3120 27 310 2
None 6 482 5478 12 086 13 680 5527 3 806 47 057 -2
All religions 39 243 44 651 86 666 69 539 31463 29 865 301431 4
Discrepancy -3 9 -2 -3 -7 -4 7 -6

Source: ECLAC on the basis of data provided by the Statistical Institute of Belize
Note: Unweighted data.

The ABS responded, reporting that “since early 2017, the ABS has been working with Dr Dali Kaafar and
his co-researchers [and] as part of their research, they constructed a very elaborate and obscure attack
scenario. The researchers brought this theoretical risk to the attention of the ABS and we have worked with
them to address it. The ABS has since then put in place measures to mitigate this potential vulnerability
suggested by the researchers” (ABS, 2019). This involves monitoring usage of the TableBuilder website to
detect suspicious series of queries characteristic of an attack. ABS also produced their own research arguing
that the likelihood of a breach of confidentiality was very low (Bailie and Chien, 2019).

This serves to emphasise that simulation attacks are an important part of the process of development
of disclosure control and privacy protection methods and that risk cannot be completely eliminated. The fact
that this research demonstrated a theoretical risk of disclosure should not be taken as a sign that TableBuilder
is not, in ABS’s words “a world-leading statistical tool.” Statistical offices which are at the forefront of the
development of statistical disclosure control methods, and actively involved in research in this area, are by
virtue of that engagement with experts in data privacy likely to subject their own methods to critique and
scrutiny as part of the research and development process. This is also borne out by the fact that, since its
development and implementation, the ABS’s cell key perturbation method has attracted interest from other
statistical offices who are increasingly seeking to provide their census users with online table generators, and
so are looking for an appropriate disclosure control solution which is applicable in this context.



ECLAC - Studies and Perspectives series-The Caribbean No. 96 Statistical disclosure control... 22

In preparation for the 2020 census round, two EU-funded research projects (Eurostat, 2020) sought to
identify best practices for disclosure control of census data and to provide open source tools for the
application of selected perturbative methods. Two methods of disclosure control were recommended: the
pre-tabular method of targeted record swapping and the post-tabular random noise method (ABS cell
perturbation). With the two methods having different pros and cons, this allows countries to use either or
indeed both methods in accordance with national circumstances and preferences. In applying the methods,
statistical offices will also have flexibility to select the parameters which determine, for example, the extent
of data perturbation, which is likely to vary depending on national data (and also whether countries are
applying one or both disclosure control methods). Tools were developed to facilitate the testing and
ultimately implementation of these methods, including SAS code for each of the respective methods and
there has also been significant progress towards implementation of these methods in specialist SDC
software (u-Argus, t-Argus, sdcMicro, sdcTable).

Based on what some statistical offices have indicated about how they intend to approach the issue of
statistical disclosure control in their upcoming censuses, it appears there will indeed be some variation in the
way that different countries choose to apply these recommendations. For example, the German Federal
Statistical Office (Destatis) have announced their intention to apply the ABS cell perturbation method in their
2021 census, stating that “in view of the advantages, i.e. the high accuracy of the procedure and the cross-
tabular consistency of cells with identical content, non-additivity seems not much more than a cosmetic flaw”
(Destatis, 2018). The cell key method will replace a pre-tabular perturbation method which Destatis used in
their 2011 census. For Destatis, a major advantage of the cell perturbation method over the previous pre-
tabular method is the lower level of data perturbation involved and therefore reduced information loss
(Giessing and Hohne, 2011).

The UK's ONS will also use a variant of the ABS cell perturbation method in their 2021 census. However,
unlike Destatis, ONS will continue to use targeted record swapping, an approach that was used in the UK
censuses of both 2001 and 2011. The planned use of the cell key perturbation method is described as ‘light
touch,’ reflecting the fact that it will be used in conjunction with targeted record swapping (Spicer, 2020;
Blanchard, 2019; and Dove, Blanchard and Spicer, 2017). This means that cell perturbation will be applied to a
relatively small proportion of cells which will be perturbed by no more than +1 and census tables will contain
cell counts of 1 and 2 (albeit having introduced uncertainty about whether these are the true original counts).

The rationale for this approach is that while record swapping does not provide adequate protection on
its own, used in combination with ‘light touch’ cell perturbation, the two methods combined provide sufficient
protection. Targeted record swapping, it is argued, introduces uncertainty to small cell counts, while cell
perturbation protects against disclosure by differencing (Spicer, 2020). This ‘light touch’ cell perturbation
makes it possible to retain the additivity of tables because the total and marginal totals can be recalculated
simply by summing the perturbed interior cells of the tables. With a more normal level of cell perturbation,
the total and marginal totals cannot be re-calculated in this way, because the loss of accuracy in the total and
marginal totals would be too great. The total and marginal totals are effectively being perturbed by the sum
of all the perturbations applied to their corresponding interior cells which is only viable with very ‘light touch’
perturbation. However, as with the ABS algorithm for restoring additivity, this creates the problem of
inconsistency between tables because the re-calculation of the total and marginal totals will be different in
each table depending on the cell perturbations in those tables.

Further facilitating the testing and use of the cell key perturbation approach are the recently developed
R packages cellKey (Meindl, 2020; and Meindl and Enderle, 2019) and ptable (Enderle, 2019) which implement
arefined version of the method. The cellKey package generalises the ABS cell perturbation method, including
a new specification for record keys, while ptable is a tool for calculating the lookup tables which the cellKey
package then uses to generate and apply additive noise to tables. The cell key method has also been
implemented in T-Argus, a software package mainly used by SDC experts partly developed with EU funding.



ECLAC - Studies and Perspectives series-The Caribbean No. 96 Statistical disclosure control... 23

C. Differential privacy

Differential privacy is a relatively new approach to the protection of statistical databases. It was originally
developed by experts in cryptography, which is the use of mathematical methods of encryption to protect
information. Differential privacy itself is really a mathematical definition of privacy formulated in terms of the
information that can be learned (or not) about any single individual in a database. Different methods of
protecting data can be designed to meet this standard. These algorithms protect privacy through data
perturbation and therefore there is no escaping the risk-utility trade-off, which is just as fundamental to
differential privacy as it is to traditional statistical disclosure control. However, the SDC approach to
measuring and managing risk depends quite heavily on assumptions and judgements about the ways in which
a breach of confidentiality could occur. For example, where traditional statistical disclosure control makes
assumptions about the information available to an attacker, differential privacy makes no such assumptions.
Statistical disclosure control is concerned primarily with the most plausible threats to privacy, while
differential privacy accounts for the worst case scenario. A consequence of this is that differential privacy will
tend to lead to a rather different trade-off between risk and utility: a stronger guarantee of privacy but at a
somewhat greater cost to data utility.

Differential privacy provides a mathematical guarantee that anyone viewing an output from a database
will ‘essentially’ make the same inference about any individual’s private information, whether or not that
individual's private information was included in the calculation of the output. What can be learned about an
individual as a result of their private information being included in a differentially private analysis is limited
and quantified by a privacy loss parameter, usually denoted € (Wood and others, 2018). When ¢ = 0, this
equates to a provable guarantee of the complete impossibility of learning anything about an individual in the
database, but unfortunately this also means that the outputs returned to the user are independent of the data
and consist purely of noise. In practice, € is set to a small positive value. A low value of € equates to a strong
guarantee of privacy but with greater loss of accuracy. Increasing the value of € slightly improves data utility
but with a somewhat higher level of disclosure risk. An additional advantage of differential privacy is that the
method and parameters used to confidentialise outputs can be made public without undermining the privacy
guarantee. This facilitates a wider understanding of the trade-offs involved in privacy protection and enables
analysts to account, to some extent, for data perturbation in their analyses.

Differentially private methods tend to be mathematically and/or computationally demanding and have
yet to be widely applied in official statistics. Most existing mechanisms were created for computer science
applications, not the needs of official statistical agencies. For example, there is currently no accepted
mechanism for applying differential privacy to the results of stratified probability samples of the kind used in
official household surveys (Garfinkel, Abowd and Powazek, 2018). Expertise in differential privacy is currently
concentrated primarily in academia, with smaller, but growing, communities in government and industry
(Page, Cabot and Nissim, 2018). However, this could be set to change since the US Census Bureau has
confirmed that their 2020 Census results will be protected using differential privacy, which they describe as
“the new gold standard in data privacy protection.” The decision to adopt differential privacy reflected a
concern that the record swapping approach applied in the previous three censuses and other methods of
statistical disclosure control did not provide sufficient protection of privacy in the face of the threat posed by
modern computing power and the potential for linkage to external databases.

Following the 2010 Census, the Bureau conducted an internal experiment to see if it was possible to,
first, reconstruct the 2010 microdata records from the tabular data that had been released and, second, to link
the reconstructed records to a commercially available database, in order to assess how feasible it was to
identify individuals. In this experiment, individual records for census block, sex, age, race and ethnicity were
successfully reconstructed for 46 per cent of the population; and block, sex, and age were then linked to
commercial data, which provided putative re-identification of 45 per cent of the population. Subsequent
verification against the original census data confirmed 38 per cent of these matches were correct, equating to
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17 per cent of the population. For comparison, the previous time that a similar experiment had been carried
out (on the American Community Survey), the putative re-identification rate was 0.017 per cent, and the
proportion of those confirmed correct, 22 per cent (Leclerc, 2019). It was based on these results, that it was
decided that the more robust privacy standard was needed for Census 2020. This will include provable bounds
on the accuracy of the best possible database reconstruction given the released tabulations (Garfinkel, 2017).

Fundamental to the Census Bureau’s implementation of differential privacy in Census 2020 is the fact that
the United States uses a short census form with the majority of ‘census’ variables now collected through the
American Community Survey, a continuous sample survey. The short census form only collects five tabulated
variables (age, sex, race, ethnicity and relationship to householder) plus location. So, despite its size, the decennial
census is actually the easiest US Census Bureau product to make differentially private (Garfinkel, 2019).

The algorithms that will be used to implement differential privacy are in the latter stages of
development and testing. They do not fall neatly into one of the two categories used in this paper to
distinguish between methods of statistical disclosure control: pre-tabular methods and post-tabular methods.
In the first instance, noise is applied to frequency counts. But then using a top-down algorithm, which works
from national-level down to state, county, tract, block group and finally block-level, perturbed counts are
allocated back to geographic areas in a way which allows for the creation of a new differentially private
microdata file: the microdata detail file (MDF). All census tabulations are then produced from this MDF.
Records in the MDF have no exact counterpart in the confidential data. The algorithms preserve some very
basic counts such as the number of people per block which remain unperturbed as required by law (USCB,
2011). All other counts are potentially subject to perturbation, with the algorithms applying appropriate levels
of perturbation at different levels of geography (more perturbation for finer geographies).

D. Applicability of SDC methods to Caribbean censuses

Three approaches to disclosure control have been considered: pre-tabular methods, post-tabular methods
and differential privacy. Differential privacy offers a rigorous privacy standard, is contributing much to our
understanding of the disclosure control problem and may become an important part of official statistics in the
future. However, at the time of writing, no statistical office has published differentially private census results.
The US Census Bureau will publish their 2020 census results using differential privacy, but this is for a short
form census with complete enumeration of five tabulated variables. Even for these variables, the methods
being used are complex and computationally intensive. No statistical offices that use a long census form
(collecting, say, 100 or 200 variables) are close to adopting differential privacy at the present time and it is not
a feasible solution for Caribbean censuses.

Pre-tabular methods do have some clear practical advantages which is why at least some statistical
offices have preferred this approach in recent census rounds. The principal advantage is that perturbation is
applied once to the microdata and then most or all subsequent census outputs can be produced in a consistent
way from the perturbed microdata. Pre-tabular methods do not create any problems of either non-additivity
or consistency between tables.

There are, however, a number of disadvantages to the pre-tabular methods. Post-tabular methods
provide more control on the perturbation of small cells compared to pre-tabular methods (Shlomo and Young,
2008). Pre-tabular methods do not generally remove small cell counts in the way that the post-tabular
methods can. This means that intruders may still be able to claim that they have identified individuals from
these small counts. The data producer must then rely on the argument that, having created uncertainty about
whether the small cell counts are actually the true cell counts, the intruder cannot be sure that their
identification or disclosure of information is in fact correct. This is a less strong level of protection, than that
provided by the post-tabular methods which can actually remove small cell counts (and the ability to calculate
them indirectly).
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Rinott and others (2018) commented on the increased risk of inferential disclosure associated with
flexible table generators in which tables can be manipulated and differenced and how this typically called for
perturbative methods such as rounding or additive noise applied to the cell counts. In their review of disclosure
risk and data utility in flexible table generators, Shlomo, Antal, and Elliot (2013) concluded:

“Whilst statistical agencies can argue that there is a level of uncertainty in the table arising from
pre-tabular methods such as record swapping, for a flexible table generating server of census
data made freely available on the internet, intruders can easily re-identify the characteristics of
the unique individuals. In addition, these methods made little impact on the disclosure risk of
differencing tables. Applying preliminary rules and an SDC method on the final output table
provided the lowest disclosure risk with the highest utility...to rely solely on SDC methods
implemented ‘on the fly’ for protecting user-defined tables means that some form of random
noise needs to be applied to the output tables.”

It should also be noted that record swapping, the simplest and most commonly used pre-tabular
method, is not applicable to small countries. By definition, data swapping provides protection only below a
certain level of geographic disaggregation defined by the areas within which records are swapped (swapping
was within states in recent US censuses), but it provides no protection at that level or above where swapping
has no effect. In larger countries, this means that protection is applied where it is needed: for more
geographically disaggregated statistics. However, for Caribbean countries there is no distinction that can be
drawn between small area statistics requiring protection and higher-level geographies where the tables are
safe. For most Caribbean countries, even national level tabulations would be regarded as small area statistics
requiring disclosure control protection. Therefore, a method which provides protection at all levels of
geographic disaggregation is required.

A further argument against the use of pre-tabular methods for Caribbean censuses, is that the
application of such methodologies is a relatively complex undertaking, that requires expertise in statistical
disclosure control. Even if a common approach were developed, it would have to be tailored to each individual
country. It would add a complicated additional stage to census data processing which, bearing in mind the
challenges experienced in publishing and disseminating outputs in previous census rounds, would not be
practical. It would also add an element of risk to census processing (the paper "When Excessive Perturbation
Goes Wrong and Why” by Cleveland and others, 2012, offers a cautionary tale).

By contrast, the post-tabular methods lend themselves more readily to automation. If an automated
routine is available, the statistical office has to do nothing more than select exactly which variant of the
method they want to use, select the appropriate parameter(s), and apply the method. The methods can be
applied in the same way to any census, from the census of Montserrat to the census of Jamaica (or indeed the
census of Brazil). With the use of the REDATAM software for tabulation and online dissemination well-
established in the region, post-tabular methods of disclosure control could be implemented as part of the
software’s tabulation functionality. In this way, the methods could be made available for use by the countries
of the region both for the production of their regular published census outputs and for use in the online
applications built using REDATAM.

The obvious disadvantage of post-tabular methods is the loss of additivity of census tables, which
probably explains why they have not been more widely adopted. Unless they are familiar with the census data
published by Canada, New Zealand or Australia, both producers and users of census statistics are accustomed
to the fact that tables are additive. However, the relatively long-standing use of random rounding by the
statistical offices of Canada and New Zealand and the more recent adoption of cell perturbation by the ABS
and now the German Federal Statistical Office suggests that it is possible to overcome whatever initial adverse
reaction there may be to the use of these methods. For a small loss of accuracy and additivity, post-tabular
perturbation allows statistical offices to safely publish much more detailed and disaggregated census outputs
than is otherwise possible. If this is properly explained to users of census data, then there is no reason to think
they would not be just as prepared to accept this as census data users in the four countries mentioned above.
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As mentioned, the United Kingdom is pursuing a different approach and a desire to maintain additivity
of tables appears to be one of the main reasons why. As mentioned previously, the ONS will continue to apply
record swapping combined with a ‘light touch’ application of the cell perturbation method. This dual
application of both pre- and post-tabular methods does enable additivity to be restored by summing marginal
totals and totals from the lightly perturbed interior cells, but at the expense of consistency between tables. It
is not clear that additivity is preferable to consistency. ‘Fixed’ random rounding or cell perturbation with cell
keys might not produce additive tables but at least every census statistic has a single published value. Insisting
on additivity leads to publishing multiple different values for the same statistic which, for users, begs the
question which of the multiple values they should use.
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Ill. Comparative analysis and testing of methods

This chapter analyses in more detail the post-tabular disclosure control methods, random rounding and cell
perturbation, which are the most appropriate and feasible for application to Caribbean censuses. It also
reports on the testing of these methods that was carried out, as part of this study, using census data for
Jamaica, Belize and Saint Kitts and Nevis.

A. Comparative analysis of methods

Fundamental to the cell perturbation method is the transition matrix which defines the probability distribution
of the random perturbations which are applied to the cell counts. Diagram 1 illustrates two possible transition
matrices. The transition matrix determines the probabilities with which an original frequency i is replaced with
a perturbed frequency j. Taking transition matrix A, it can be seen that an original frequency of zero will be
preserved with probability 1. All the methods considered here have this property, that original zeros are
preserved. Non-zero values may be perturbed to zero but zero values are never perturbed to become non-
zero. Zeros in frequency tables can be distinguished between: non-structural zeros (for example the number
of usual residents of Saint Lucia born in Ukraine) which may happen to be zero but are not automatically zero
by definition; and structural zeros that are zero by definition (for example, unemployed persons aged under
15). While non-structural zeros could plausibly be perturbed, the perturbation of structural zeros would result
in illogical counts. In practice, simply preserving all original zeros is the most practical option because then
there is no need to distinguish between structural and non-structural zeros.

For an original count of 1, there is only one possible negative perturbation which is applied with a
probability of 0.38 resulting in a perturbed count of 0. An original count of 1 is preserved with probability 0.38,
is replaced by a 2 with probability 0.137, and so on. For small cell counts (in this case 1s and 2s), the probability
distribution of the perturbations is asymmetrical in order to avoid introducing negative frequency counts, but
for both original counts of one and two, the expected value of the perturbation is still zero so that no overall
bias is introduced to the table. For original cell counts of three, a symmetric probability distribution can be
used, with the original cell count being perturbed to any value between o and 6. For all original cell counts
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greater than 3 (which are not shown in transition matrix A), the same symmetric probabilities are used so a
cell count of 10, for example, would be perturbed within the range 7 to 13 inclusive.

Diagram 1shows a second perturbation scheme (B) which differs in one important respect from scheme
A. In scheme A, the parameter js is set to zero which means that all whole number counts are admissible as
perturbed counts. In scheme B, js = 2 which means that small counts of 1 or 2 are removed entirely from the
table. As can be seen from the transition matrix, counts of 1 are perturbed to o with probability 0.667 and
perturbed to 3 with probability 0.33 (and to 4 with negligible probability). For original cell counts of 2, the
probabilities are almost exactly reversed, with 0.334 of 2s being perturbed to zero and 0.663 of 2s being
perturbed to 3. With this scheme eliminating all counts of 1 and 2, the noise distributions for original cell counts
of between 1 and g5 are also asymmetric (but again, zero in expectation). As with scheme A, the first
symmetrical probability distribution is also applied to all larger original frequencies.

Diagram 1
Two alternative transition matrices for cell perturbation

A. Transition Matrix: cell perturbation (D=3, V=1.5, js=0, pstay=0.4)
] (target frequency)

. 0 1 2 3 4 5 6
o probability
: o [N “Be
-

© 1 038 0.38 0137 0089 0035 0.75
T 2 0123 0193 0.4 0.163 0088  0.033 0.50
™

= 3 0024 0087 0189 04 0189 0087 0024 0.25

B. Transition Matrix: cell perturbation (D=3, V=2, js=2, pstay=0.33)

] (target frequency)
0 3 4 5 6 7 8 9
o [
= 1 0667 033 0002 probability
S 1.00
3 2 0334 @ 0663 0002 0 .
o 0.75
E 3 0149 050F 0257 0075 0013
E 0.50
:g 4 0.38 0.38 0137 0.069 0.035 0.95
_% 5 0175 0.185 0333 0141 0101 0.064

0044 0107 0183 0333 0183 0107 0.044

Note: Produced using the R package ptable (Enderle, 2019).

The transition matrix A can therefore be seen as providing protection of small cells in a somewhat similar
way to record-swapping. It protects small cells by creating uncertainty about the true original cell count.
Transition matrix B, on the other hand, protects small cell counts by removing them altogether from the table.
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These transition matrices were calculated using the R package ptable (Enderle, 2019) which was
created for precisely this purpose. There are four parameters which define the transition matrix. The
parameter D defines the maximum perturbation, with D = 3 both for perturbation schemes A and B. The
parameter V defines the variance of the perturbations. This variance (or equivalently standard deviation) is
the parameter that really determines the amount of noise or perturbation that is applied to the data. The
parameter ‘pstay’ sets the value at the centre of the symmetrical probability distribution i.e. the perturbation
pattern applied to all except the smallest cell counts. This parameter, which takes the value 0.4 in transition
matrix A and 0.333 in transition matrix B, determines the proportion of (non-small) original cell counts for
which the perturbation is zero.

Once those parameters are defined, they become constraints in an optimisation problem which is to
find the probability distribution which maximises the entropy of the perturbations given the parameters D, V
and pstay. The package ptable solves this optimization problem. Entropy refers to the ‘spread’ of the
probability distribution and maximising this property means making the distribution as even (i.e. as close to a
uniform distribution as possible), subject to the constraints D, V and pstay. In practice, these other parameters
are generally set in such a way that the resulting probability distribution resembles a normal or Laplace
distribution (in discrete form) rather than a uniform distribution.

The rationale for the entropy criteria is that a table in which interior cell counts are evenly spread across
the different categories of the variables forming the table has lower disclosure risk than a table in which the
counts are clustered in one or a small number of cross-classified categories (in which small cell counts and
zeros are more likely to be prevalent). Cell perturbations should therefore contribute to increasing rather than
reducing entropy.

Rinott and others (2018) note the intuitive appeal of using maximum entropy subject to variance to
determine the pattern of perturbation although they point out that considering the problem through the lens
of differential privacy suggests that entropy might not be the best criteria to use. In the field of differential
privacy, the Laplace distribution is commonly used to generate noise and their results suggest that discrete
Laplace noise provides more efficient protection of statistical confidentiality than the discretised version of
normally distributed noise (which has approximately maximum entropy). Nevertheless, the three other
parameters D, V and pstay still provide very significant scope for creating probability distributions of quite
different forms and the maximum entropy criterion is only one of four elements which together determine
the probability distribution.

The random rounding methods described above are essentially quite similar to cell perturbation and
can be analysed as a variation of the cell perturbation method. There is an implied probability distribution for
the rounding adjustments* and that implied distribution can be used to compare random rounding (base 3 or
5) with various parameterizations of the cell perturbation method.

Figure 1 illustrates the symmetric probability distribution for eight different perturbation or rounding
schemes which were considered in this comparative analysis, that is, the perturbations which are applied to
all cell counts other than the very smallest. The perturbation schemes are ordered from left to right and then
from top to bottom in order of increasing variance of the perturbations. Scheme CP1 (cell perturbation with
maximum magnitude D = 1) involves the ‘lightest’ perturbation of the data with the added noise having the
lowest variance V. Scheme RR5 (random rounding to base 5) is the *heaviest’ perturbation of the data in which
the noise has the highest variance.

The variance is one of the parameters used to specify the cell perturbation schemes although it is more
useful to think of the standard deviations, rather than the variances, as being indicative of the amount of additive

4 Thisrefers to the distribution of rounding adjustments assuming all cell count remainders on division by the rounding base are equally likely.
This will be approximately true except for among small cell counts and so these implied distributions of rounding adjustments can be
compared to the symmetric distributions of cell perturbations which are applied to non-small cells.
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noise that is being applied. For example, random rounding to base 3 implies perturbations having a variance of 1.33
and random rounding to base 5 implies perturbations having a variance of 4 but it is the respective standard
deviations of 1.15 and 2 which provide a better idea of the amount of additive noise that is being added to the data
i.e. random rounding to base 5 applies about 75 per cent more perturbation than random rounding to base 3.

Figurea
Post-tabular perturbation schemes for census data (the symmetric case)

CP1: Cell Perturbation (D=1, V=0.5, js=0, pstay=0.5) CP2: Cell Perturbation (D=2, V=1, js=0, pstay=0.4)
05 . 0.5 0.4
0.4 0.5 04
03 0.3 0.23 0.23
gﬁ 0.25 0.25 g% 0.07 0.07
0.0 0.0
4 3 2 4 0 +1 +2 +3 +4 4 -3 2 1 0 +#1 +2 +3 #4
CP3EU): Cell Perturbation (D=3, V=1, js=0, pstay=0.4) RR3: Random rounding (base 3, V=1.33)
0.5 0.4 0.5
04 04 0.33
0.3 0.24 024 0.3 0.22 022
g% 0.0 0.0 g% 0.11 0.11
- EI.EIEIE-l_' - _|IJ = 0.005 -
0.0 0.0
4 -3 -2 -1 0 +#1 +2 +3 #4 4 -3 -2 1 0 #1 42 43 #4
CP3: Cell Perturbation (D=3, V=1.5, js=0, pstay=0.4) CP4: Cell Perturbation (D=4, V=2, js=0, pstay=0.33)
05 0.4 0.4
04 04 0.33
0.3 0.19 0.19 0.3 0.19 0.19
0.2 0.09 —10.09 0.2 0.1 0.1
0.0 0.0
4 3 2 4 0 +#1 +2 +3 44 4 -3 2 4 0 +1 +2 +3 +4
CP3(1,2): Cell Perturbation(D=3, V=2, js=2, pstay=0.33) RR5: Random rounding (base 5, V=4)
05 0.4
0.4 0.33 04
0.3 0.3
0.18 .18 0z
g% 008 011 011 o g% Mma u_m'E'm_'m'
0.0 0.0
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Note: The random rounding schemes are specified in terms of their rounding probabilities rather than the parameters D, V, js, and pstay. However
theimplied parameter values for random rounding to base 3wouldbe D = 2,V = 1.33, js = 2and pstay = 0.33, and for random rounding to base
swouldbe D = 4,V = 4, js = 4and pstay = 0.2. Produced using the R package ptable (Enderle, 2019)

To create perturbation schemes which apply increasing levels of perturbation, the parameters D and V
are increased. If the intention is to increase the level of perturbation, the parameter pstay (the proportion of
zero perturbations) is reduced. For the perturbation schemes in figure 1, therefore, the values of D and V
gradually increase from scheme CP1 up to scheme RR5 while the values of pstay generally decrease.
For the cell perturbation schemes, js = 0 except for CP3(z,2) for which js = 2. So only schemes CP3(z,2)
(and the random rounding schemes) would see the removal of all cell counts of 1 or 2. The parameter setting
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js = 2 implies, for example, cell counts of 1 and 2 are perturbed to either o or 3 or 4. Cell counts of 3 cannot
be perturbed down to 1 or 2 so must be perturbed down to o. The parameter setting of js = 2 is incompatible
with parameter settings of D < 3 and VV < 2 because a certain minimum level of perturbation is required in
order to be able to remove the cell counts of 1 or 2.

Scheme CP1 applies a minimal level of perturbation, insufficient to serve as a primary method of
disclosure control. The other schemes broadly reflect the range of different levels of perturbation which have
been tested or applied by statistical offices and which could be appropriate for Caribbean census. Scheme
CP3(EU) is that recommended in the EU funded project on harmonised disclosure control for European
censuses. Scheme RR3 is randomised rounding to base 3 as used by Statistics New Zealand. Scheme RR5 is
randomised rounding to base 5 as employed by Statistics Canada. CP3(z,2) shares with the ABS method the
property that all counts of 1 and 2 are suppressed.

B. Testing of selected post-tabular methods

1. Measurement of disclosure risk and data utility

The fundamental goal of statistical disclosure control is to reduce disclosure risk to an acceptable level while
minimising the information loss that is necessary to achieve that. The two criteria against which methods of
disclosure control are assessed are therefore disclosure risk and data utility. Measuring the impact of
disclosure control methods for tabular data on data utility is relatively straightforward. The greater the
perturbation that is applied, the greater the damage to the data and the lower its utility. Measures of data
utility therefore measure the distance between the original data and the perturbed or masked data. In line
with other similar studies (see Antal, Enderle and Giessing, 2017 and Shlomo and Young, 2005), the following
three measures of data utility have been used: the average absolute distance, the average relative distance
and the Hellinger's distance. Formal definitions of these measures are provided in the technical annex. In
summary, the average absolute distance is an additive measure of the average distance between the counts
in the original and the perturbed table. The average relative distance is the equivalent proportional (or
multiplicative) measure. Hellinger’s distance is a measure of the difference between the square roots of the
counts in the original and perturbed table. The Hellinger’s distance takes some account of both the distance
between original and perturbed counts and their size. It gives greater weight to a given distance between two
small cell counts than the same distance between two large cell counts and unlike the relative absolute
distance, it is defined for original counts of zero (Shlomo, 2018).

Whereas assessing data utility for tabular data is relatively straightforward, measuring disclosure risk is
more challenging. Unlike with microdata for which there are fairly well-established methods for analysing
disclosure risk, there is less consensus on how disclosure risks for tabular data should be evaluated and
quantified and various methods have been proposed (see Chipperfield, Gow and Loong, 2016). The simplest
approach to assessing disclosure risk is to consider low counts to be problematic and to set some threshold
below which unperturbed low counts are deemed to be problematic (Duncan, Elliot, and Salazar-Gonzalez,
2011). Notably this doesn’t account for the way that small cell counts can be deduced by differencing larger
cell counts, particularly in the context of a flexible table generator where the quantity of tables which are
potentially available to users makes it more important to protect against disclosure by differencing.

Two measures of disclosure risk were used to test the various post-tabular methods. The first assesses
the different methods of post tabular data perturbation based on the success with which they mask the true
values of the counts in the original table. The random perturbation of counts introduces uncertainty about the
true original value for all cells. However, if an intruder has at least some knowledge of the perturbation scheme
that has been applied, using this information together with the information contained in the additive
relationships between the original interior cell counts and original marginal totals, it is possible to deduce, at
least, upper and lower bounds for the true cell count and sometimes the true value itself can be deduced. This
is clearly an undesirable characteristic of methods seeking to mask true cell counts.
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Following the same approach as Giessing (2016) and Enderle, Giessing and Tent (2018), a modified version
of the shuttle algorithm originally proposed by Buzzigoli and Giusti (1999) was used to calculate upper and lower
bounds, that s, afeasibility interval for the original cell counts. The intruder is assumed to have a perturbed table,
together with some knowledge of the disclosure protection method which has been applied (specifically the
maximum perturbation applied to any single count, for example +3), while the original counts are all assumed to
be unknown. The perturbed table and the maximum perturbation immediately provide initial estimates of upper
and lower bounds for all cell counts. The shuttle algorithm then uses the additive relationships between interior
and margin cells and the implications that these have for the respective upper and lower bounds of each cell, to
recursively refine these initial estimates. The algorithm converges after a few steps with final estimates of upper
and lower bounds for each interior and total cell which may be closer together than the initial estimates. If the
final upper and lower bound are equal, the original cell count is disclosed.

The second measure of disclosure risk is not based on such a clearly defined threat but is a composite
indicator of risk which combines several separate indicators each intended to capture different aspects of
disclosure risk. This measure of disclosure risk is a simplified version of that proposed by Shlomo, Antal and
Elliot (2015). It is based on a weighting of three separate indicators designed to measure different
characteristics of census tables which are associated with disclosure risk in the following ways: (a) small cell
values have higher disclosure risk than large values; (b) uniformly distributed frequencies imply low disclosure
risk; (c) the more zero cells in the census table, the higher the disclosure risk.

Unlike the first measure of disclosure risk described above, this measure of risk is calculated for the
original table and the perturbed table (obviously the risk should be lower for the perturbed table than the
original table). The measure is constructed in such a way that it is bounded by o (low risk) and 1 (high risk) and
is denoted R(F, wy, w,). Further details of both risk measures are provided in Annex 2.

2.  Adescription of the test data

In order to further evaluate the applicability of the disclosure control methods described in the previous
chapter to Caribbean census data and, potentially, census data from other countries in the region,
comparative testing was carried out on data from three countries: Jamaica, Belize and Saint Kitts and Nevis.
These three countries were chosen in order to test the methods with data from one large Caribbean country,
one medium-sized Caribbean country and one small Caribbean county. The test data was designed to be
representative of data tables which could be made available through REDATAM applications, subject to
disclosure control considerations. For each of the countries, two-way, three-way, four-way and five-way
cross-tabulations were created, as could be made available through REDATAM's cross-tabulation
functionality which permits the cross-tabulation of up to five variables.

National census reports publish such cross-tabulations although less frequently four- or five-way cross-
tabulations. These four- and five-way cross-tabulations can also be thought of as hypercubes which are large
multi-dimensional cross-tabulations, often too large to be conveniently displayed as a traditional cross-
tabulation, but from which analysts might select a more manageable subset of data according to their needs.

It should be remembered that for the purposes of disclosure control, the number of dimensions of a
cross-tabulation is not defined just by the variables which span the rows and columns of the table, but also
any variables which determine the universe or total population for the table. For example, a cross-tabulation
of occupation by level of education for women would look like a two-way cross-tabulation of occupation by
education but since the sex variable defines the population for the table, it should be regarded as a three-way
cross-tabulation, or at least part of the full three-way cross-tabulation of occupation by education by sex. Itis
very common that analysts require three, four and five census variables to fully specify the data that they
need, either to define the population or to cross-classify that population. For example, an analysis of the
impact of non-communicable diseases on labour market participation requires, at least, one health variable
and one labour market variable. The analyst is also very likely to want to know how age and sex bear on this
issue, and perhaps geography or household structure, therefore very quickly the analyst requires at least four
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cross-classifying variables. The three-, four- and five-way cross-tabulations created here should be
understood as representing this need that analysts have for multi-dimensional cross-tabulations, whether or
not they necessarily need every cell in the hypercube (i.e. every possible combination of categories of the
cross-classifying variables).

Tableg
Cross-tabulations of census data and disclosure risk

Two-way: Three-way: Four-way: Five-way:
Age x Sex Age x Sex x Ethnicity ~ Age x Sex x Ethnicity ~ Age x Sex x Ethnicity
x Place of residence  x Place of residence x
Place of birth

Number of interior cells in the cross-tabulation (K)

Jamaica 2011 194 1164 16 296 228 144

Belize 2010 194 2910 49 470 346 290

Saint Kitts and Nevis 2011 194 1940 27 160 162 960
Average cell count (N/K)?

Jamaica 2011 11 414 1878 134 9.43

Belize 2010 1563 104 6.12 0.87

Saint Kitts and Nevis 2011 243 24 1.74 0.29
Percentage of cell counts of 1 or 2

Jamaica 2011 0 3.3 20.5 10.0

Belize 2010 0 11.4 19.5 8.1

Saint Kitts and Nevis 2011 0 17.1 8.9 3.1
Percentage of cell counts of 0, 1 or 2

Jamaica 2011 0 5.1 54.1 85.5

Belize 2010 0 21.4 76.9 95.6

Saint Kitts and Nevis 2011 0 62.5 90.0 98.1
Disclosure risk R(F, w1, w2)P

Jamaica 2011 0.01 0.06 0.12 0.2

Belize 2010 0.01 0.08 0.15 0.23

Saint Kitts and Nevis 2011 0.01 0.17 0.24 0.3

Source: ECLAC on the basis of population and housing census data provided by the Statistical Institute of Jamaica, the Statistical Institute of Belize
and the Department of Statistics, Ministry of Sustainable Development, Saint Kitts and Nevis.

2N is the population total for the table equal to the sum of the interior cell counts.

b See Annex 2 for a definition of this measure of disclosure risk.

Tables of test data were created for each of the three countries using the same five variables: age, sex,
ethnicity, place of residence and place of birth. To illustrate the effect of country size, table g shows some
basic characteristics of the test data and indicators of disclosure risk.

A number of observations can be made of these cross-tabulations. As more variables are cross-
tabulated, the number of cells increases rapidly (the total number of interior cells being the product of the
number of categories in each cross-classifying variable). This implies that the average cell size decreases
rapidly. A two-way cross-tabulation of single year of age by sex (with some minor top coding of age) produces
an (unweighted) average cell count of 11,414 for Jamaica, 1,563 for Belize and 243 for Saint Kitts and Nevis.
For a five-way cross-tabulation of all the variables, these figures become 9.4, 0.87 and 0.29 respectively. As
the average cell count decreases, there are more zeros and small cell counts in the table and therefore
disclosure risk increases. This is reflected in the disclosure risk measure R (F, w;, w,) which increases with each
successive cross-tabulation (or disaggregation) of the data.

The results in table g illustrate how quickly small cell counts become apparent and tables become
sparse with more detailed disaggregations of the data. These disclosure risks appear somewhat more quickly
in data for a small country such as Saint Kitts and Nevis. However, this does not mean that there are no risks
for larger countries. In the three-way cross-tabulation of age, sex and ethnicity for the Jamaica census dataset,
more than three per cent of cell counts are either 1 or 2 which is less than for Belize and Saint Kitts and Nevis,
but that number of small unprotected cell counts could still prevent the table being published.
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Table g also makes clear how perturbative methods of disclosure control make it possible to publish
much more detailed and disaggregated census tables. In the absence of such methods, even the three-way
cross-tabulations in the test data may not be published because of the presence of small cell counts,
depending on the operating practice of the statistical office concerned. However, the introduction of a small
amount of perturbation to mask those small cell counts (and the small cell counts which are implicit through
differencing) could enable release of all the three- and four-way cross-tabulations and the five-way cross-
tabulation for Jamaica. The five-way tables for Belize and Saint Kitts and Nevis are probably too sparse for
publication (see chapter IV, section B).

Since population size is such a fundamental determinant of disclosure risk when it comes to census
tables, the implications for larger countries are perhaps best understood by thinking in terms of subnational
populations of a similar size to the Caribbean countries discussed here. To take one example, release of census
data for the metropolitan area of Cali in Colombia is likely to create broadly similar disclosure risks and
therefore call for broadly similar disclosure control protections as the release of the Jamaican national census
dataset (both populations being approximately 3 million).

3.  Results of comparative testing

In order to test the various post-tabular methods described above, they were applied to the cross-tabulations
of census data from Jamaica, Belize and Saint Kitts and Nevis. The results for the census data from Belize
appear in table 10 and are discussed below. The results for the census data from Jamaica and Saint Kitts and
Nevis differed numerically, due to the different input data, but did not differ greatly in terms of what they
revealed about the respective methods. Therefore, the results obtained using data from Jamaica and Saint
Kitts and Nevis appear in tables A1 and A2 in Annex 1.

For the two-way cross-tabulation of age against sex, as would be expected, disclosure risks are low
with this table having no small cells. All of the eight post-tabular methods successfully masked all the
original cell counts.

The mean absolute distance between perturbed and original cell counts is a measure of data utility
and is to a large extent predictable from the expected magnitude of the perturbations (given the original
counts), differing only because the mean absolute deviation is calculated from a finite number of
perturbations. A rough approximation for the mean absolute deviation is provided by the expected
magnitude of the perturbations arising from the symmetric probability distribution which determines the
perturbations for all except the small cell counts. Recalling figure 1, where the different methods of
perturbation were ordered according to the variance of the perturbations, the mean absolute deviation will
generally reflect this same ordering with the mean absolute deviation being roughly proportional to the
standard deviation of the perturbations.

In the case of the three-way cross-tabulation (age by sex by ethnicity), for five out of the eight
perturbations schemes, there are no disclosed cell counts. Not surprisingly, the highest proportion of
disclosed cells was for the CP1 scheme for which D = 1 (1.76 per cent of cells disclosed or 16.5 per cent of
small cells). There were smaller numbers of disclosed cells for the CP2 and RR3 schemes (for both of which
D = 2), with no disclosed cells for the other five schemes, all D > 3.

For the four-way and five way cross-tabulations, five of the eight perturbation schemes continue to
successfully mask all the original counts. These are increasingly sparse tabulations. In the case of the four-way
tabulation, 77 per cent of cell values are either o, 1 or 2, and in the case of the five-way tabulation 96 per cent.
For these tabulations, the relative impact of the data perturbation is much greater, because the original cell
values are much smaller, and this is reflected in the mean relative distance. Statistical offices will generally
enforce some minimum threshold for the sparseness of the census tables that they publish, either formally or
informally (see chapter IV section B). Of these two tables, the five-way table in particular would probably be
deemed too sparse for publication (the mean cell size is 0.87).
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Table 10
Measures of disclosure risk and information loss for post-tabular disclosure control methods applied to
two-, three-, four- and five-way cross-tabulations of data from the Belize census, 2010

. Hellinger's Mean
Disclosed Mean Mean distance Small cells absolute
cells R(F,wl,w2) absolute relative (range disclosed distance
(percentages) distance distance 0-1) (percentages) (small
cells)
Two-way 0.009
CP1 0 0.006 0.51 0 0
CP2 0 0.005 0.7 0 0
CP3(EV) 0 0.005 0.69 0 0
RR3 0 0.004 0.88 0 0
CP3 0 0.004 0.83 0 0
CP4 0 0.004 0.98 0 0
CP3(1,2) 0 0.004 1.01 0 0
RR5 0 0.003 1.61 0 0
Three-way 0.077
CP1 1.76 0.053 0.5 0.07 0.01 16.49 0.52
CP2 0.05 0.041 0.74 0.11 0.01 0.43 0.78
CP3(EV) 0.041 0.73 0.11 0.01 0 0.78
RR3 0.21 0.033 0.92 0.15 0.01 1.95 131
CP3 0 0.034 0.87 0.12 0.01 0 0.89
CP4 0 0.029 1.03 0.14 0.01 0 0.96
CP3(1,2) 0 0.027 1.06 0.16 0.01 0 131
RR5 0 0.016 1.64 0.24 0.01 0 1.93
Four-way 0.151
CP1 6.53 0.133 0.5 0.18 0.02 18.46 0.5
CP2 0.04 0.121 0.73 0.27 0.03 0.12 0.73
CP3(EV) 0 0.121 0.72 0.26 0.03 0 0.72
RR3 0.54 0.108 1.01 0.44 0.04 1.52 1.33
CP3 0 0.114 0.84 0.29 0.03 0 0.8
CP4 0 0.108 0.98 0.32 0.03 0 0.86
CP3(1,2) 0 0.103 1.12 0.46 0.04 0 1.33
RR5 0 0.083 1.71 0.64 0.05 0 1.86
Five-way 0.23
CP1 8.5 0.221 0.5 0.23 0.03 18.43 0.5
CP2 0.08 0.214 0.73 0.34 0.04 0.17 0.73
CP3(EV) 0 0.214 0.73 0.33 0.04 0 0.72
RR3 0.83 0.204 1.05 0.57 0.06 1.81 1.34
CP3 0.01 0.21 0.84 0.37 0.04 0.01 0.8
CP4 0 0.206 0.96 0.39 0.05 0 0.86
CP3(1,2) 0 0.201 1.16 0.59 0.06 0.01 1.34
RR5 0 0.179 1.73 0.8 0.08 0.01 1.82

Source: ECLAC on the basis of Census 2010 data provided by the Statistical Institute of Belize.
Note: Statistics are calculated from all cells (interior cells and totals) except for R(F, w., w.) which is calculated from interior cells only. Details
of the test data appear in table 9. See figure 1 for details of the perturbation schemes.

Due to the ad-hoc nature of the disclosure risk measures for tabular data, it is difficult to argue that one
of these methods is conclusively better than the others. The results show that the method CP1, applying
maximum perturbations of +1, does not provide adequate protection to serve as the primary method of
disclosure control because the masking that it provides can frequently be ‘unpicked’. Any of the other seven
methods could plausibly be applied to provide disclosure control protection of census data, all of them
providing slightly different levels of protection.

In practice, no method of disclosure control acts completely in isolation. Whatever method of disclosure
control is chosen, the data producer still has to make decisions about what tables to release, how variables are
coded, whether minimum population or other thresholds should apply. Therefore, the choice of perturbation
method also depends on the context in which the method is being applied and the extent to which these other
decisions about data release are also providing a certain measure of protection. For example, if a data
producer supplements their use of post-tabular perturbation by some of these other protections, then
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methods applying a more moderate degree of perturbation (CP2, RR3, CP3(EU)) could be appropriate. If these
other protections are either not in place, or are not so strong, then a greater degree of post-tabular
perturbation is likely to be appropriate (CP3, CP4, CP3(3,2), RR5).

While this analysis does not immediately demonstrate which of these methods is the best (and
certainly not that one would be best in all circumstances), it does reveal something about the behaviour of
the different methods and therefore can inform decisions about which methods are likely to be most useful
to REDATAM users and what appropriate parameterizations of those methods might be in order to provide
different levels of protection.

It should also be recognised that this analysis only considers disclosure risks associated with individual tables
in isolation (albeit up to five dimensions). The possibility of database reconstruction attacks discussed in the
previous chapter makes clear that disclosure risks arise not only from the possibility that an intruder is able
to disclose information from a single cross-tabulation, but that they are able to combine information from multiple
tables, perhaps a large number of tables, to partially reconstruct the microdata. Simulating a database
reconstruction attack is an undertaking beyond the scope of what has been possible in this study. However,
the existence of unquantified disclosure risks associated with more sophisticated forms of attack than it has been
possible to recreate here, implies that the quantitative estimates of risk presented here underestimate the extent
of what is possible, were a sufficiently motivated, skilled and well-resourced intruder to devote themselves to
the task of a database reconstruction attack. All this suggests that in selecting from among the disclosure
control methods analysed here, a degree of caution and allowance for some margin of safety is appropriate.

4. An additional feature of the cell key method

Analysing the way in which the additive relationships between cells can sometimes lead post-tabular
perturbation methods to be ‘unpicked’ reveals an additional feature of the cell key method. One of the
circumstances in which methods of cell perturbation and random rounding can be ‘unpicked’ for a marginal
total and its corresponding interior cells, is when all the interior cells are perturbed in one direction to their
maximum extent, and the corresponding marginal total is perturbed in the other direction to its maximum
extent. Consider a simple example in which random perturbations of -1, o and +1 are applied to a multi-
dimensional table, one dimension of which is sex. In this table there will be many sets of three cells which have
the additive relationship: males plus females equals all persons. With any set of three cells, the two
combinations of perturbations which can be unpicked are: males (-1), females (-1) and all persons (+1); and
males (+1), females (+1) and all persons (-1). In each case, an intruder knowing nothing more than that +1 are
the maximum perturbations, can ‘unpick’ those perturbations to derive the original cell counts. This is because
these two combinations of perturbations create additive discrepancies of 3 and -3 respectively between the
two interior cells and the marginal total, and each of these combinations of perturbations is the only one that
can create that discrepancy. An intruder can therefore work out what the perturbations are for these cells and
recover the original counts. The same issue applies in theory to other cell perturbation schemes although with
random perturbations of -3, -2, -1, 0, 1, 2 and 3, it is highly unlikely that this scheme would give rise to the
perturbations: males (-3), females (-3) and all persons (+3), particularly since the more extreme perturbations
are generally applied with the smallest probability. The issue also applies to random rounding, particularly to
base three, and in this case, there can be no doubt that the intruder has knowledge of the method since it is
obvious from the tables. However, it turns out that an additional feature of the cell key method is that it
reduces the risk that original cell counts are disclosed in this way.

The traditional form of random rounding is to round marginal totals and the grand total independently of
their corresponding interior cells. With the cell key method, rounding or perturbation of the totals is based on
the corresponding cell key which is calculated as the sum (modulo 1) of the record keys for all records which are
counted in that total cell. This means that the cell keys for the totals must also be equal to the sum (modulo 1) of
the cell keys for the interior cells corresponding to each of those marginal totals. In other words, there is now
some dependence between the perturbations applied to totals and the perturbations applied to the interior cells
which correspond to each total.
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This can be seen from a very simple example of a ‘ptable’ for the simplest perturbation scheme CP1
(see table 11). The ptable contains essentially the same information as the transition matrix but also illustrates
how the cell keys are used to determine the perturbations. As explained above, the cell keys are calculated as
the sum (modulo 1) of record keys uniformly distributed between o and 1. The cell keys also, therefore, take
values between o and 1 and are compared with lower and upper bounds in the ptable to determine the
perturbation. For an original count of o, the cell key will always fall between the lower and upper bounds of o
and 1and there is only one possible perturbation which is zero. For an original count of 1 (and any other count),
if the cell key falls in the range o to 0.25, the perturbation is -1; if the cell key falls in the range 0.25 to 0.75, the
perturbation is o; while if the cell key falls in the range 0.75 to 1, the perturbation is +1.

Table 11
Lookup table (or ‘ptable’) for the perturbation scheme CP1

Original Perturbed Probability ~ Perturbation Lower Upper
counti count j p v bound Ib bound ub
0 0 1 0 0 1
1 0 0.25 -1 0 0.25
1 1 0.5 0 0.25 0.75
1 2 0.25 1 0.75 1

Note: Produced using the R package ptable (Enderle, 2019).

Taking two interior cells summing to a marginal total (a male cell, a female cell and an ‘all persons’ cell),
if the cell keys for both the male and female cells are in the range o to 0.25, leading to the perturbation -1 for
both of them, then the only possible perturbations for the ‘all persons’ cell are either -1 or 0. This is because
the cell key for‘all persons’ must be equal to the sum (modulo 1) of the cell keys for males and females. If these
both fall into the range o to 0.25, then the possible range of values for the cell key for ‘all persons’is o to o.5.
Therefore, the cell key method prevents precisely the combination of perturbations—males (-1), females (-1)
and all persons (+1)—which would disclose the original cell values. In the same way, if the male and female
cells are both perturbed by +1, the cell key for all persons ensures that the only possible perturbations are o
or +1, and the disclosive combination of males (+1), females (+1) and all persons (-1) is prevented.

This is a simple example which does not take account of the full multi-dimensional nature of the
relationships between interior cells and marginal totals, however, it does help to explain the following results.
Table 12 shows the percentage of disclosed cells for different perturbation schemes when totals and marginal
totals are truly perturbed independently of the interior cells in the tables versus perturbation with the cell key.
The cell key method consistently reduces the rate at which the additive relationships between cells can be
used to ‘unpick’ the random perturbations or rounding adjustments and disclose original cell values.

Table 12
Perturbation of totals and marginal totals using the cell key: impact on disclosure risk
for cross-tabulations of data from the Saint Kitts and Nevis census, 2011

(Percentages)
Disclosed cells Small cells disclosed
Independent Perturbation Independent Perturbation
perturbation of totals using perturbation of totals using
of totals the cell key of totals the cell key
Two-way
CP1 2.04 0
CP2 0 0
CP3(EV) 0 0
RR3 0 0
CP3 0 0
CP4 0 0
CP3(1,2) 0 0
RR5 0 0
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Disclosed cells Small cells disclosed
Independent Perturbation Independent Perturbation
perturbation of totals using perturbation of totals using
of totals the cell key of totals the cell key

Three-way

CP1 7.16 4.4 20.87 17.5
CP2 0.05 0 0.2 0
CP3(EU) 0 0 0 0
RR3 0.7 0.15 0.99 0.6
CP3 0 0 0 0
CP4 0 0 0 0
CP3(1,2) 0 0 0 0
RR5 0 0 0 0
Four-way

CP1 11.37 6.33 26.93 19.14
CP2 0.25 0.07 0.43 0.21
CP3(EU) 0 0 0 0
RR3 1.18 0.69 2.56 2.09
CP3 0.02 0.01 0.06 0.02
CP4 0 0 0 0
CP3(1,2) 0.05 0 0.06 0
RR5 0 0 0 0
Five-way

CP1 13.83 8.3 26.61 18.23
CP2 0.2 0.06 0.25 0.13
CP3(EV) 0 0 0 0
RR3 1.24 0.66 2.21 1.45
CP3 0.02 0 0.01 0
CP4 0 0 0 0
CP3(1,2) 0.05 0 0.02 0
RR5 0 0 0 0

Source: ECLAC on the basis of Census 2011 data provided by the Ministry of Sustainable
Development of Saint Kitts and Nevis.
Note: Details of the test data appear in table 9. See figure 1 for details of the perturbation schemes.
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IV. Implementation of disclosure control
functionality in redatam

This report has thus far focused on the principal disclosure control methods employed by statistical offices to
protect census tables. The statistical offices using these methods will generally apply them in conjunction with
other disclosure control rules and thresholds which also play an important role in determining exactly what census
tables are published. Some examples of such rules and thresholds include limiting the number of dimensions in
output tables, minimum population thresholds and a minimum average cell size. In seeking to implement
disclosure control functionality in REDATAM, consideration therefore needs to be given to the way in which
REDATAM can provide not just a single method of disclosure control but also facilitate the use of accompanying
rules and thresholds, either through existing functionality of REDATAM or by implementing new functionality.

A. Post-tabular perturbation (with cell keys)

Among Caribbean statistical offices, the most commonly used tools for final processing and tabulation of
census results in the 2010 census round were CSPro, SPSS and REDATAM with most statistical offices using
at least two or three of these software packages. The use of several software packages allows statistical offices
to take advantage of the unique strengths of each, for example data editing in CSPro, data analysis in SPSS,
and online dissemination through REDATAM (all this obviously has to be carefully managed). For the 2020
round of censuses, it is likely that some statistical offices will also be using Survey Solutions. REDATAM was
used by 10 Caribbean statistical offices to disseminate results from the previous census round and its use is
becoming more established among Caribbean statistical offices. Implementing post-tabular disclosure
control in REDATAM would therefore be an effective way of making it available to statistical offices.

Post-tabular methods of disclosure control are most effective when they are applied to all census
tables, including those in national census reports, in online dissemination through REDATAM, and in any other
tabular outputs produced by the statistical office. If only some tables are protected but others are not, the
protection of even those tables for which protection has been applied is weakened. This is because the release
of true cell counts for some cells could be used to unpick the perturbation applied to other cells.
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Cell key perturbation and random rounding could be made available in the Process Module of
REDATAM to enable statistical offices to produce protected frequency tables. The method would also need
to be available in the Webserver module of REDATAM so that the online applications for future censuses
could also incorporate the method. A range of perturbation and random rounding schemes could be offered
so that users could choose between relatively lighter or stronger perturbation of the data according to their
national situation.

B. Complementary methods

Sparse tables with many zeros and small counts present the highest disclosure risk and they are also the
tables upon which cell perturbation will have the greatest relative impact. For a sparse table, the average
absolute distance between the cell values of the original and perturbed table will be similar to that for a less
sparse table. The average relative distance, on the other hand, will be much larger for a sparse table because
the perturbations themselves are of a similar order of magnitude to many of the cell counts. There are, thus,
good reasons for restricting the release of very sparse tables, both to protect confidentiality and for reasons
of data quality.

Several national statistical offices have applied a minimum threshold for the average cell size and
suppressed tables which fall below this threshold. In their 2018 census, Statistics New Zealand used a
minimum mean cell size of 2 which is applied separately for each geographical unit (SNZ, 2019). The United
Kingdom applied a mean cell size threshold of 1in their 2001 and 2011 censuses (ONS, 2004 and 2012). In their
2000 and 2010 censuses, the US Census Bureau also made some use of a mean cell size threshold of 3 for
special tabulations (McKenna, 2018).

The possibility to apply a mean cell size threshold to suppress sparse tables could be useful in
REDATAM, particularly for online applications. This could be applied in a couple of ways. Firstly, the online
application could simply suppress tables when they fall below a certain minimum mean cell size. An
alternative, implemented by Statistics New Zealand, is to use the mean cell size threshold to identify
‘sensitive’ sparse tables and then apply cell suppression to small cell counts. This cell suppression can be
applied in a straightforward way, simply replacing all small cell values with (c) to signify confidential. In this
case small cells are those less than 6, which in practice means cells taking the value o or 3, remembering that
Statistics New Zealand apply random rounding to base 3. No secondary cell suppression is necessary because
of the random rounding and non-additivity of the data. This approach has the advantage that tables are not
suppressed in their entirety and users are provided with at least some information.

C. Disclosure control protection for continuous variables

This report has focused on protecting frequency tables of census data because the vast majority of tabulations
of Caribbean census data consist of frequency counts. There are a much smaller number of continuous
variables collected in censuses, for example income in some countries. Even income is often collected in bands
or otherwise converted from a continuous to an ordinal categorical variable by grouping the data (with
concerns about data accuracy sometimes cited as a reason for banding the data). In this case, income will be
tabulated in frequency tables in the same way as for other categorical variables. However, for any genuine
continuous variables collected in censuses, they are tabulated in what are referred to as magnitude tables.
Magnitude tables are used to represent the relationship between one continuous variable and one or more
categorical variables, with table cells defined by the categorical variables and cell values calculated as the
average of the values on the continuous variable for the cases falling into each cell. An example of a magnitude
table might be average earnings by occupation and sex. Disclosure risks arise when the cell value is the
average of asmall number of cases, especially 1 or 2 cases. In this case, an intruder’s knowledge of an individual
may enable them to identify contributors and therefore discover information about their earnings.
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The ABS also developed a variant of the cell perturbation method that can also be used to protect
magnitude tables showing averages of continuous variables (Thompson, Broadfoot and Elazar, 2013). A variant
of this method has also been implemented in the CellKey package (Giessing and Tent, 2019; and Meindl and
Enderle, 2019). Thompson, Broadfoot and Elazar describe this as the Top Contributors Method which consists
of pseudo-random multiplicative adjustments made to the top contributors of each non-zero cell of the table.
Tambay (2017) proposed the Layered Perturbation Method which is based on similar ideas and incorporates a
noise specification designed specifically to target disclosure by differencing. REDATAM produces magnitude
tables using the ‘average’ process. If the cell perturbation method and random rounding were implemented in
the REDATAM software, a version of the Top Contributors or Layered Perturbation Method could also be
implemented so that methods for protecting both frequency and magnitude tables were available.

D. REDATAM's programming window

REDATAM web applications can provide users with the functionality to specify queries using REDATAM's
programming language. The language consists of basic commands for tabulating data and computing
indicators. However, REDATAM applications implemented in the last few years for Caribbean census data
have not offered this functionality precisely because of concerns about disclosure risk.

This study has proposed the use of methods which could also be integrated into the REDATAM
programming window which would strengthen protection of confidentiality for relatively little impact on data
utility. All outputs returned to users of the programming language are in the form of tables. This means that
the post-tabular perturbation methods such as those discussed in this study could be applied, by default, to
tabular outputs returned to users through the programming window. Other complementary measures such
as those discussed above could also be applied.

However, privacy protection in a context where users have programming functionality to specify
queries is a rather different problem compared with confidentiality protection for a menu driven table
generator. One of the main differences is that with menu driven functionality, applications can be designed in
such a way that some limits are placed on the range and volume of tabulations that are available to users (for
example limiting which variables can be cross-tabulated). Recent work on database reconstruction suggests
that such constraints are important because if a sufficiently large range and volume of tabulations from a
confidential data source are made public, then it becomes possible to reconstruct the confidential database
(see chapter II, section C). The risk here is from sophisticated attacks because database reconstruction is not
a trivial matter. The addition of noise certainly makes these attacks more difficult, but this raises another
important trade-off between the volume of statistics that are made available and the amount of noise that is
necessary to protect those tabulations. The more tabulations that are made available, the more noise is
required to protect those tables, and at some point, it becomes preferable to limit the volume of tabulations
in order to be able to limit the amount of noise that is applied to the data. With a programming window, it is
much less clear how to restrict the volume of tabulations that are available. Other parallel measures which
address the problem from a slightly different angle could include monitoring mechanisms designed to first
assess that users are human beings and, secondly, whether their use of REDATAM applications was consistent
with plausible and legitimate research use. Registration and vetting of users could also be considered.
However, these are areas where further work is required before concrete steps forward can be considered.






ECLAC - Studies and Perspectives series-The Caribbean No. 96 Statistical disclosure control... 43

V. Conclusions

The use of post-tabular methods of disclosure control would enable Caribbean statistical offices to publish
and disseminate richer, more detailed and disaggregated statistics than can safely be released at present. The
most suitable methods of disclosure control for Caribbean censuses are post-tabular methods, either cell
perturbation or random rounding, which introduce a small amount of additive noise to the original frequency
counts. Giving up a very small amount of accuracy would be a price worth paying to enable the release of more
disaggregated data than is currently published.

These methods are relatively simple to implement and can provide strong protection of statistical
confidentiality. The REDATAM software, which is primarily a tabulation and dissemination tool, provides
the perfect vehicle for implementing post-tabular disclosure control methods as an add-on to
REDATAM's tabulation functionality. If appropriate routines were built into REDATAM, their adoption
ought to be relatively easy.

Pre-tabular methods of disclosure control are not so well-suited to Caribbean censuses. They do not
provide such strong protection of confidentiality, particularly for flexible table generators; the most widely
used pre-tabular method, record swapping, is not applicable to most Caribbean countries due to their small
size; and implementation of pre-tabular methods would introduce a new and relatively complicated additional
step into census data processing. While routines implementing post-tabular methods could be made available
to statistical offices through the REDATAM software, the same cannot be said of pre-tabular methods which
would be a much less natural fit with REDATAM.

Neither is the differential privacy approach suitable for the Caribbean. At the time of writing, no
national statistical office has released differentially private census results. The United States Census Bureau
will do so for the first time when the results of the 2020 census are published, but those methods which are
being used to protect the confidentiality of the United States’ short form census are not applicable to the long
form censuses used in the Latin America and Caribbean region.

This leaves the cell perturbation and random rounding methods both of which provide effective disclosure
control protection for census tables. They are flexible to the extent that they can be set to apply slightly more or
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less strong protection of the data, according to the user’s needs. There is relatively little to choose between the
cell perturbation and random rounding methods and both could be implemented in REDATAM.

As discussed in this study, one clear disadvantage of both cell perturbation and random rounding is that
tables are no longer strictly additive. This is certainly a feature of the methods that some users, and some
statisticians find unappealing. Producers and users of statistics are generally accustomed to statistical tables
in which there are strict additive relationships within tables.

Statistical offices adopting new approaches to statistical disclosure control for the 2020 round of
censuses also take different positions on this issue. As noted in this study, in communicating their decision to
shift from a pre-tabular to a post-tabular method of disclosure control for their 2021 census, the German
Federal Statistical Office described non-additivity as “not much more than a cosmetic flaw” (Destatis, 2018).
The United Kingdom’s ONS, by contrast, reported that prior to the 2011 census, additivity and consistency
had been users “uppermost concern.” More recent feedback did suggest that for future censuses, users would
value “flexibility, accessibility and timeliness, above additivity and consistency,” but the ONS retained a
preference for presenting each individual table as internally additive (thus the hybrid approach combining pre-
and post-tabular methods of disclosure control) (Spicer, 2020).

Statistical offices that have published census data in this way, in some cases for multiple censuses,
report that while data users regard additivity of tables as a desirable property, they prefer non-additivity to
greater suppression of data (Stats NZ, 2019). It should also be remembered that non-additivity of statistical
outputs is far from unheard of. Chain-linked volume measures of national accounts aggregates are non-
additive. Other statistical processes such as conventional deterministic rounding and seasonal adjustment can
also introduce non-additivity depending on how they are applied.

The application of post-tabular disclosure control could help statistical offices in both the Caribbean
and Latin America as well as REDATAM users outside the region. If there are countries that are under-
protecting their census data, these methods would reduce the risk of any breach of confidentiality. In
countries where concerns about confidentiality have led to very restrictive release practices, the use of such
methods could encourage government statisticians to make more disaggregated data available. In all these
countries, judicious use of perturbative methods could enable census statisticians to strike a better balance
between disclosure risk and data utility in dissemination of their census results.
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Annex 1

Further results of comparative testing

Table A1
Measures of disclosure risk and information loss for post-tabular disclosure control methods applied to two-,
three-, four- and five-way cross-tabulations of data from the Jamaica census, 2011

Statistical disclosure control...

Hellinger's Mean
Disclosed Mean Mean distance Small cells absolute
cells R(F,wl,w2) absolute relative (range disclosed distance
(percentages) distance distance 0-1) (percentages) (small
cells)
Two-way 0.005
CP1 0 0.004 0.46 0 0
CP2 0 0.003 0.7 0 0
CP3(EV) 0 0.003 0.68 0 0
RR3 0 0.002 0.88 0 0
CP3 0 0.003 0.79 0 0
CP4 0 0.002 0.92 0 0
CP3(1,2) 0 0.002 0.96 0 0
RR5 0 0.001 1.69 0 0
Three-way 0.065
CP1 0.49 0.043 0.5 0.03 0 20.41 0.53
CP2 0 0.032 0.72 0.04 0 0 0.82
CP3(EV) 0 0.032 0.71 0.04 0 0 0.76
RR3 0.1 0.028 0.88 0.05 0 4.08 1.16
CP3 0 0.026 0.85 0.05 0 0 0.9
CP4 0 0.022 1.02 0.05 0 0 0.96
CP3(1,2) 0 0.022 1.05 0.06 0 0 1.16
RR5 0 0.013 1.61 0.09 0 0 1.8
Four-way 0.119
CP1 4.03 0.094 0.5 0.12 0 18.08 0.51
CP2 0.03 0.079 0.74 0.17 0.01 0.14 0.74
CP3(EV) 0 0.079 0.73 0.17 0.01 0 0.73
RR3 0.32 0.066 0.96 0.27 0.01 1.45 1.33
CP3 0 0.071 0.86 0.18 0.01 0 0.81
CP4 0 0.065 1.01 0.2 0.01 0 0.87
CP3(1,2) 0 0.06 11 0.29 0.01 0 1.33
RR5 0 0.042 1.68 0.4 0.01 0 1.85
Five-way 0.204
CP1 5.25 0.189 0.5 0.16 0.01 17.82 0.5
CP2 0.05 0.178 0.73 0.23 0.01 0.17 0.73
CP3(EV) 0 0.178 0.73 0.23 0.01 0 0.72
RR3 0.56 0.167 0.98 0.37 0.02 1.87 1.33
CP3 0 0.171 0.85 0.25 0.01 0.01 0.8
CP4 0 0.164 0.99 0.28 0.02 0 0.87
CP3(1,2) 0.01 0.161 111 0.39 0.02 0.03 1.33
RR5 0 0.136 1.69 0.55 0.03 0.01 1.87

Source: ECLAC on the basis of Census 2011 data provided by the Statistical Institute of Jamaica.

Note: Statistics are calculated from all cells (interior cells and totals) except for R(F, w1, w2) which is calculated from interior cells only.

Details of the test data appear in table g. See figure 1 for details of the perturbation schemes.
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Table A2
Measures of disclosure risk and information loss for post-tabular disclosure control methods applied to two-,
three-, four- and five-way cross-tabulations of data from the Saint Kitts and Nevis census, 2011

Hellinger's Mean
Disclosed cells Mean Mee_m distance Sr_nall cells apsolute
R(F,w1,w2) absolute relative disclosed distance
(percentages) di ) (range
istance distance 0-1) (percentages) (small
cells)
Two-way 0.012
CP1 0 0.009 0.5 0.01 0
CP2 0 0.008 0.69 0.01 0
CP3(EU) 0 0.008 0.68 0.01 0
RR3 0 0.007 0.93 0.01 0
CP3 0 0.007 0.81 0.01 0
CP4 0 0.006 0.98 0.01 0
CP3(1,2) 0 0.006 1.01 0.01 0
RR5 0 0.005 1.59 0.02 0
Three-way 0.169
CP1 4.4 0.141 0.5 0.13 0.01 17.5 0.47
CP2 0 0.125 0.73 0.19 0.02 0.68
CP3(EU) 0 0.125 0.71 0.18 0.02 0 0.65
RR3 0.15 0.109 0.96 0.32 0.02 0.6 1.29
CP3 0 0.114 0.84 0.21 0.02 0 0.74
CP4 0 0.106 0.98 0.22 0.02 0 0.8
CP3(1,2) 0 0.101 1.1 0.34 0.03 0 1.29
RR5 0 0.074 1.7 0.5 0.04 0 1.92
Four-way 0.242
CP1 6.33 0.228 0.49 0.17 0.03 19.14 0.49
CP2 0.07 0.217 0.72 0.25 0.04 0.21 0.72
CP3(EU) 0 0.217 0.7 0.24 0.04 0 0.69
RR3 0.69 0.204 0.99 0.42 0.05 2.09 1.32
CP3 0.01 0.21 0.82 0.27 0.04 0.02 0.77
CP4 0 0.203 0.95 0.29 0.04 0 0.83
CP3(1,2) 0 0.198 111 0.44 0.06 0 1.32
RR5 0 0.169 1.7 0.62 0.07 0 1.85
Five-way 0.301
CP1 8.3 0.296 0.49 0.23 0.04 18.23 0.49
CP2 0.06 0.292 0.73 0.34 0.05 0.13 0.73
CP3(EU) 0 0.292 0.72 0.33 0.05 0 0.72
RR3 0.66 0.285 1.04 0.57 0.08 1.45 1.33
CP3 0 0.289 0.83 0.36 0.06 0 0.79
CP4 0 0.286 0.95 0.39 0.06 0 0.84
CP3(1,2) 0 0.283 1.16 0.59 0.08 0 1.33
RR5 0 0.265 1.7 0.79 0.1 0 1.78

Source: ECLAC on the basis of Census 2011 data provided by the Ministry of Sustainable Development of Saint Kitts and Nevis.
Note: Statistics are calculated from all cells (interior cells and totals) except for R(F, wa, w.) which is calculated from interior cells only.
Details of the test data appear in table g. See figure 1 for details of the perturbation schemes.
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Annex 2
Technical annex

This annex provides some additional technical details of the methods and diagnostics used in this study.

The cell key perturbation method

The version of the cell key perturbation method used here was that implemented in the R package
cellKey (Meindl and Enderle, 2019). It differs slightly from the original ABS version. In the cellKey
version, record keys are randomly sampled from a uniform distribution over the range zero to one and

Statistical disclosure control...

assigned to every record in the database (e.g. person, household, building, dwelling).

rkey € (0,1]

Cell keys are then derived as the sum (modulo 1) of the record keys for the n records in each cell:

ckey = ) rkey; mod1

n

i=1

All cell keys therefore take values in the same range as the record keys: (0,1]. Table A3z illustrates

how the ‘ptable’ uses the cell key to perturb the original cell counts.

Table A3

Lookup table (or ‘ptable’) equivalent to transition matrix B in diagram 1 (first 13 rows only)

i i p \ b ub
0 0 1.00000000 0 0.00000000 1.00000000
1 0 0.66750000 -1 0.00000000 0.66750000
1 3 0.33000000 2 0.66750000 0.99750000
1 4 0.00250000 3 0.99750000 1.00000000
2 0 0.33416658 2 0.00000000 0.33416658
2 3 0.66333419 1 0.33416658 0.99750077
2 4 0.00249871 2 0.99750077 0.99999948
2 5 0.00000052 3 0.99999948 1.00000000
3 0 0.14853924 -3 0.00000000 0.14853924
3 3 0.50678866 0 0.14853924 0.65532790
3 4 0.25654543 1 0.65532790 0.91187333
3 5 0.07530772 2 0.91187333 0.98718105
3 6 0.01281895 3 0.98718105 1.00000000
Note: Produced using the R package ptable (Enderle, 2019).
The columns of the ptable are as follows:
e i:definesa"block" in which perturbations for original counts of i can be found

e  j:possible perturbed values for given values of i

e  p:the probability that a particular perturbation is selected for a given original cell count i

e  v:the perturbation value

The columns Ib and ub are calculated directly from p and the perturbation for an original cell
count of i is determined by comparing the cell key with Ib and ub. From the first row of the table, an
original cell count of i = 0 becomes j = 0 with probability 1 because the cell key must fall in the range
o to 1. From row 2, an original cell count of i = 1 becomes j = 0 if the cell key falls within the range o to

0.6675 which occurs with probability 0.6675.
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Measures of risk

The proportion of disclosed cells is calculated using the approach described in Enderle, Giessing and Tent
(2018) and Giessing (2016), albeit with a couple of variations. Whereas in the original implementation, the
disclosure scenario assumed all original non-zero cells to be unknown by the intruder, in this case all
original cells were assumed to be unknown including zeros, reflecting the fact that some of the zeros in
the perturbed table were non-zero in the original table. Disclosed cells are deemed to be those where the
algorithm computes upper and lower bounds for cell values which are equal or cells where the lower bound
is zero and the upper bound is one. This latter case is deemed to constitute disclosure since an intruder is
assumed to be trying to link the cell to an individual that exists and therefore the intruder possesses the
information to rule out the possibility that the true cell value is zero. A further important difference
concerned the test data which in the original implementation were EU census hypercubes which have a
more complex hierarchical structure than the cross-tabulations produced using REDATAM. For example,
in the EU census hypercube used by Enderle, Giessing and Tent, the age variable is single year of age but
includes five-yearly subtotals, whereas REDATAM tables simply contain a single total for each variable. In
an analysis of the extent to which additive table relationships can be used to ‘unpick’ post-tabular
perturbation methods, clearly the more additive relationships that a table has, the more potential there is
for an intruder to use them to derive original cell values.

The other measure of risk is that adapted from Shlomo, Antal and Elliot (2015) where the risk
measure for unperturbed tables is:

N-logN — YK, F; 'logFi]

|A]
R(F;Wl;Wz):Wl'[7 +w, |1 N -logK

1 1
- w [ o]
1 2 \/N ge\/ﬁ
where |A| is the number of zeroes in the interior cells of the table, K is the number of interior

cells, F is the vector of the frequency counts in those cells F = (Fy, F,, ..., F¢), and N = YK | F; while w,
and w, are arbitrary weights: 0 < w; +w, < 1.

The first term of this composite indicator of disclosure risk is a measure of the proportion of zeros
in the interior cells of a table. A high number of zeros creates disclosure risk because it increases the
likelihood of having rows or columns with only one non-zero cell (see chapter | on group disclosure).

The second component indicator of risk is a measure of entropy, in other words, the extent to
which interior cell counts are evenly spread across the different categories of the variables forming the
table, versus the extent to which they are clustered in one or a small number of cross-classified
categories. High entropy, or spread, of the frequency counts across a table means greater uncertainty
and difficulty for an intruder in trying to identify a known individual in a particular cell of a table. This
entropy term is actually split and is calculated separately for small cell counts (o to 6) and large cell
counts (>6) so that the small cell counts can be allocated a greater weight, reflecting their importance
in the context of disclosure risk. The third indicator of risk is a function of N, the total population for that
table. The larger the population, the lower the disclosure risk.

These three indicators of risk are weighted together using the same weighting scheme as
originally proposed based on analysis of census data from the United Kingdom: w; = 0.1 (zero cells),
Woparer = 0.7 and wyperen = 0.1 (entropy), ws = 0.1 (total population). This measure of disclosure risk
can be calculated for the original table. When it is calculated for the perturbed table, the first and second
term are modified to account for the uncertainty which is introduced by the post-tabular disclosure
control. The first term is adjusted to account for additional false zeros introduced by the data
perturbation (original cell counts greater than zero which become zero after perturbation). In a
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simplification of the originally proposed measure, the entropy terms are discounted by a factor
1/(1 + var(v)), where var(v) is the variance of the random perturbations introduced to the cell
counts. So, the greater the variance of the perturbations, the lower the disclosure risk. This measure of
risk is denoted® R(F, wy, w,) since it is a function of the frequency counts (F = (Fy, F,, ..., Fx)) and the
weights (with w; = 1 — w; — wy). It is bounded by o (low risk) and 1 (high risk).

Measures of data utility

Using the same notation as Chipperfield, Gow and Loong (2016), tables consist of T cells indexed
t = 1,..., T which include both interior cells, a total and marginal totals. The cell values in the original
table are denoted c¢; while the cell values of the perturbed table are denoted m, (denoting the fact that
the true cell values have been masked).

The following measures of data utility were calculated for each different perturbation scheme.

The mean absolute distance (per cell): %Zgllmt — ¢t

. . 1 me—cC,
The mean relative absolute difference (per cell): ;Zgl%
t

Hellinger distance: \/%Z{n(\/ﬁt_ \/C_t)z

5 The original notation used by Shlomo, Antal and Elliot (2015) (R(F, w;,w,)) has been retained here although, as mentioned above,
the calculation of the entropy terms for the post perturbation tables was somewhat different.
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