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FACILITATION OF TRANSPORT
AND TRADE IN LATIN AMERICA
AND THE CARIBBEAN

Industry 4.0 and the
emergence of Logistics 4.0

Background

The fourth industrial revolution is bringing about a series of disruptive changes
in both business models and the production chains that support them. Logistics,
which is a fundamental element of these processes, is inevitably affected by
these significant changes. This fourth industrial revolution is characterized by
its speed, magnitude and depth. The changes are so dramatic that they will
alter the way we live, work and relate to one other (Schwab, 2016), affecting
countries,companies, industries and society as a whole. Therefore, the logistics
system of the future must aim for interconnected information and optimized
time and resources, with significant investment in innovation and development
to maintain competitiveness (Pérez and Sanchez, 2019).
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In the next few years, the digitalization of a number of processes and the widespread
growth of technologies such as the blockchain, the Internet of Things (loT), augmented
reality and artificial intelligence (Al) are expected to bring about paradigmatic changes in
the logistics sector and international transport, creating new opportunities for those who
are able to leverage these technologies and generating widening gaps with sectors that
fail to adapt to the new context in a timely fashion.

With regard to logistics in Latin America and the Caribbean, the challenge is even bigger
given the region’s heterogeneity. As in other moments of the region’s history in transport,
some production sectors and infrastructure associated with international trade, for
example large ports and airports serving as cargo hubs, will be able to access cutting-edge
technology and will demand logistics services capable of adapting to this hyperconnected
environment. However, at the same time, a large share of the more traditional production
sectors, especially small and medium-sized enterprises (SMEs), will continue to operate
underthetraditionallogistics system.This difference implies a technologicaland regulatory
challenge for the State, which will have to provide services and facilitate processes for
those operating in a Logistics 4.0 environment as well as those continuing to operate
under the traditional system. The speed with which the two converge will be crucial to
fully leverage the potential harboured in these changes and to prevent technology from
becoming a barrier to entry into some markets or worsening the current concentration in
international logistics.

This FAL Bulletin provides a preliminary assessment (which will be developed further in a
later publication) of the technologies that are able to bring about disruptive changes in
logistics, their potential impacts on industry and the challenges they pose for appropriate
regulation and competition in global markets. The first and second sections of this
document provide some background on the emergence of Logistics 4.0, and describe
some of the technologies with the most disruptive effects on trade logistics. Part three
analyses the particular situation of the region, with special emphasis on the detection of
possible barriers to entry that could arise from the introduction of these technologies in
some markets and the regulatory changes needed to avoid them. Part four provides details
of some standards and the systematization of international best practices related to the
adoption of technology and logistics. Lastly, part five presents a set of recommendations
to ensure suitable convergence of traditional logistics and Logistics 4.0, including the
interoperability of systems associated with production and trade.
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l.  The emergence of Logistics 4.0

The digitalization of business processes began in the 1960s with the first efforts to foster
electronic data interchange (EDI).' These processes grew more complex over time, with
new applications and the integration of technologies that improved the flow, speed,
reliability and security of the information exchanged. The management and exchange of
data among participants in the logistics chain is proving a key source of innovation and
insight into customers’ needs, contributing to the design of value-added services (Pérez
and Sanchez, 2019).

Applications must therefore be seen as a technological filament that connects and
feeds an increasingly complex and extensive logistics chain, increasing participants’
competitiveness and maximizing the productivity of available infrastructure and services
(Pérez, 2012). These technological applications combine and coordinate different information
control, transmission and processing technologies to improve the efficiency, security and
sustainability of infrastructure services, generating opportunities for distinctive value-added
services and reducing negative social and environmental externalities (Pérez and Sanchez, 2019).

Now, in the midst of the fourth industrial revolution, the foreign trade business model
is changing once again, placing emphasis on the quality of services, with continuous
information management and increasingly indistinct borders between both actors and
countries, which enables real-time supply chain management.

A disruptive technology is an innovation that creates a new market or considerably
transforms an existing market, displacing or eliminating products or services that had
been used by society on a daily basis previously. This type of disruptive innovation tends to
be produced by outsiders and entrepreneurs arriving on the market, rather than existing
market-leading companies (Voege, 2019).

A series of technologies, such as the blockchain, the 1oT and big data, are driving the
fourth industrial revolution by interweaving and producing disruptive changes in the
corporate sector with a view to increasing operating efficiency, providing the flexibility
needed to adapt production rapidly to changes in demand and reducing associated costs
and negative externalities. Logistics 4.0, which provides services for the fourth industrial
revolution, is characterized by the optimization of time and resources, chain traceability,
security and integrity of data and suitable interoperability between different human
and digital actors. This digital ecosystem also favours innovation and the creation of
new knowledge-based services and business models that foster more socially and
environmentally sustainable trade.

Cooperation between the agents of the supply chain and better visibility and traceability
of the entire logistics chain facilitates real-time management of cargo flows and better
use of infrastructure and of available human and technological resources. The availability
of large volumes of information in real time benefits evidence-based decision-making,
thereby increasing operating efficiency, improvements in associated costs and services,
and economic productivity, as shown in diagram 1.

The technological changes that pave the way for new types of knowledge-based
logistics services are mainly supported by the integration of services and systems
to manage and optimize changes in demand or available infrastructure in real time,
which cuts costs and transit times and improves the customer delivery experience.
According to Drewry (2019), disruptive technologies in port logistics include
robotics, Al, the loT, automation, and of course, the blockchain. These elements
coexist and are connected with each other or with other existing technological
tools such as cloud computing, geographic information systems (GIS), 5G and

' Electronic data interchange is a system of communication between businesses that allows the effective exchange of
information, involving either commercial or financial documents, through language that is standardized, known and shared by
participants (Pérez-Salas, 2001).
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Port Community Systems (PCS), among other information
technology (IT) developments.

With a view to providing a broader perspective, diagram 2
extends this analysis to the entire logistics chain, integrating both
international and hinterland logistics, and emphasizing their links
with the different geographic and productive areas of application.

Flexibility in the configuration of production processes and the
ability to adapt automatically to demand are the essence of the
fourth industrial revolution (Lage, 2019). Capturing, securely
transmitting and analysing disparate data is fundamental to
make guided decisions that trigger new optimization processes
dynamically and continuously.
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Source: Prepared by the authors on the basis of E. Hofmann and M. Risch, “Industry 4.0 and the current status as well as
future prospects on logistics”, Elsevier, 2017.
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Il.  The technological bases of Logistics 4.0

A number of the technologies available on the market today harbour considerable
potential to disrupt the logistics industry, owing mainly to the fact that they represent the
possibility of integrating information and facilitating interoperation with other production
and distribution systems, and even with intelligent transportation systems (ITS)>

thereby favouring communication among production actors, devices and logistics
infrastructure. Some of the desired effects of this interoperability are the reduction of
times, costs, and negative social and environmental externalities, and the provision of
technological support to strengthen the facilitation of processes or co-modality. This is
facilitated by the provision of real-time information to ensure that the modal change in
a logistics operation is much simpler and safer, and of information to optimize routes or
encourage collaborative logistics, thanks to which companies can partly or fully share their
distribution chain for all products for which the distribution service is not a differentiating
element of competition, under a coopetition scheme.

Technologies with disruptive capacities will affect almost all aspects of logistics and
economic processes related to both domestic and international transport, where the
convergence of economic and technical change forms part of the technological change of
the future (Sanchez and Mouftier,2016). Change will therefore be a constant, so the biggest
challenges will be linked to knowledge management, continuous training and innovation
as a differentiating source of competition. The following are examples of technologies
with the biggest disruptive impacts on trade logistics.

Automation and robotics are two technologies that go hand in hand as they allow repetitive
actionsor procedures to be carried out automatically. Growth in available informationand IT
techniques for real-time analysis facilitates much more efficient operations management,
a reduction in operational failures and a sharp decline in total costs once social investment
has been amortized. In logistics, automation and robotization are present especially in
ports where output has increased sharply thanks to high efficiency and productivity. In
the medium term, they are expected to be incorporated autonomously into the rest of
the logistics chain, in intermodal terminals as well as in the operation of boats, trucks
and other modes of transport, which will improve output, security and responsiveness to

2 Intelligent transportation systems (ITS) use, process and manage information gathered by different applications to implement
and manage strategies that improve security, raise the level of service and capacity, reduce transit times and increase the
productivity of transportation systems (Pérez-Salas, 2001).
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specific changes. Automation requires careful technical and operational planning, and a
gradual adjustment of the workforce (Sanchez y Mouftier, 2016), including retraining in
other areas of the sector.

Blockchain technology offers a security mechanism for the exchange of information
between the different elements of the production and logistics chain, through data
encryption and distributed storage that ensures there is no single point of failure or
fraudulent data tampering. This technology was initially employed in cryptocurrency,
although its use was later extended to other sectors such as foreign trade, transport,
telecommunications and energy, and new applications are emerging every day in areas
requiring procedures and relationships between actors connected digitally in a reliable
and secure manner.

The concept implicit in the blockchain is that each database record comprises a series
of blocks, in which the same transaction is recorded and shared in multiple network
nodes, whereby each node maintains a copy and all copies are updated and validated
simultaneously. To ensure that transactions cannot be erased or altered, a timestamp
is used to encrypt the date, time of creation and change in a transaction, as well as the
information that links these elements to the previous block. Each block contains a hash,
which is a unique identifier that allows direct access to the previous block, and which is
created when transaction data are processed by an encryption tool to ensure that they
remain confidential, as shown in diagram 3.

Diagram 3
How a generic blockchain works
Block n Block n+1 Block n+2
coe %_ Hash of the | Hashofthe ! | Hash of the vee
previous block : » previous block n :previous block n+1:
Transactions Transactions Transactions
Timestamp Timestamp Timestamp

Source: Prepared by the authors.

Blockchain technology generates both public and private keys that differ in terms of the
type of information they allow access to and utilize in the shared chain. It guarantees
the integrity of the information available and the security, transparency and auditability
of the entire flow of processes and information contained in the logistics chain, which
in turn improves the efficiency and traceability of production, distribution and reverse
logistics processes, ensuring the level of security needed for the automation of some
logistics processes.

Smart contracts are one example of blockchain use, and allow the autonomous execution
of specific IT procedures or algorithms and data processing, ensuring that only the user
ever has access to these data (Zyskind, Nathan and Pentland, 2015). Unlike traditional
paper contracts, in this case the clauses are laid out in scripts (lines of code in a specific
programming language), wherein the contract terms are commands and lines that are
executed automatically by software once all the stipulated conditions have been met. It is
hoped that inthe short term, these algorithms can directly access participants’information
systems, be executed autonomously and carry out the actions stipulated in the contracts
completely transparently and automatically without human interference, thus reducing
processing times and the risks associated with the questioning of the stipulated clauses.
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Smart contracts therefore not only define the rules and penalties for an agreement in the
same way as traditional contracts signed between parties, but they are also self-executing
and thus automatically fulfil these obligations, with no intermediaries and without being
subject to legal judgements or territorial jurisdictions. Given that this type of contract
can be created and executed by natural and/or legal persons, as well as by machines or
other programmes that function autonomously, the encryption and security provided by
blockchain technology is fundamental to its functioning and widespread use.

Three otherapplicationsin addition to the traditional uses of blockchain in cryptocurrencies
and the previously mentioned smart contracts are: (i) traceability of monetary, physical
and documentary flows; (ii) interoperability between different systems, ensuring data
sovereignty; and (iii) the reliability and security needed for the successful implementation
of the industrial IoT (Lage, 2019).

The Internet of Things (1oT) allows the interconnection, through Internet, of smart devices
that share specific information and data with each other and with other remote digital
platforms for real-time decision-making by the user or by other smart devices through
machine-to-machine (M2M) communication. The global installed base of loT devices is
expected to rise from 27 billion in 2017 (IHS Markit, 2018) to 64 billion in 2025 (Business
Insider, 2019).

Another element expected to favour the widespread use of this technology is the
implementation of 5G telecommunications, which will provide Internet access speeds 10 to
100 times faster than the existing technology and with low latency of less than one second
which improves cloud-based services and is fundamental, for example, to autonomous
vehicles and other services such as the industrial 10T (see below).

For the logistics sector, the loT represents a huge opportunity to make services more
efficient and economically profitable through real-time data capture that facilitates
the flexible management of assets and the increase in value added for the client, either
through the follow-up of shipments, the optimization of routes, or the improvement of
last mile delivery. It also facilitates the gathering of data for the optimization of warehouse
capacity, planned maintenance of fixed assets and adaptation of logistics configuration in
keeping with dynamic market variations.

The industrial Internet of Things (lloT), as the name suggests, is a specific application of
the loT in the industrial environment, with a view to maximizing and automating data
capture to improve the traceability of processes and real-time decision-making relating to
production. In both cases, data reliability and security are fundamental.

Big data involves the processing of large volumes of different types of data from various
sources at high speed, facilitating the detection of historical patterns and trends that help
to improve decision-making or the automation of processes through the establishment
of suitable parameters. Big data may also be seen as complementary to the loT —which
generates large volumes of varied data— as it analyses these data through data mining
and big data techniques and facilitates the management and conversion of these data into
useful information for strategic planning and decision-making. A suitable characterization
of big data includes four elements:

- Volume: amount of information stored (gigabytes, terabytes, petabytes, exabytes).

- Velocity: speed with which data flows are created and captured.

- Variety: diversity of data, representation and semantics.

- Veracity: precision and accuracy of data.

Cloud computing allows users to access technological infrastructure (hardware) through
external providers that supply shared and unlimited access to data servers, storage,
applications and services via the Internet, based on a pay-as-you-go model. This model
presents undeniable advantages in terms of costs and scaleability of infrastructure,

although it requires high-speed uninterrupted Internet access and strict security controls
to protect critical applications and data (McKinsey, 2018).
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3D printing creates objects by superposing (printing) successive layers of material based
on a 3D model or drawing. While the quality and speed of 3D printing are still being
debated, private investment in this technology is concentrated in the United States, which
accounts for 39% of the global market, followed by Asia and the Pacific (29%), and Europe
(28%) (ING, 2017). However, it is important to distinguish between applications used in
households and in industrial settings. In the first case, rather than reducing demand for
logistics services owing to the printing of objects in situ, demand is likely to remain stable
or increase slightly because of the need to provide each household with the basic supplies
to print products. Meanwhile, 3D printing in an industrial setting is different as it involves
the printing of polymer parts locally, which could bring about significant changes in some
value chains. For example, in automobile manufacturing, it could change the operating
model by shortening the value chain and allowing the production of objects directly in
factories or nearby, saving time and transport costs,and also providing greater flexibility in
production in response to changes in demand or clients’ tastes.

Artificial intelligence (Al), is a machine learning system which enables the replication of
human skills, and is generally used for tasks that require repetitive movements, replacing
human labour with that of machines operating independently. It also facilitates the
identification of patterns and triggers specific actions based on a large volume of data
from different sources.

In logistics, Al is used mainly to predict demand, which allows the flexible and rapid
adjustment of inventories and the optimization of product distribution with a view to
reducing costs and delivery times.

Augmented reality (AR) is an application that uses viewing devices to combine reality in a
logistics environment with 3D information and vital computer data that are overlaid onto
a display with a view to improving decision-making.

In logistics, it is mostly being used in warehouse management to improve selection,
quality control and product packaging processes, which are routine tasks that account for
a considerable amount of time and cost.The use of AR could drastically cut costs and errors
(e.g. packaging errors that delay deliveries or result in product returns),improving delivery
times and customer service quality.

I1l.  Impact of the emergence of Logistics 4.0 in
Latin America and the Caribbean

The emergence of disruptive technologies in logistics, examined in the previous section,
should be considered by national authorities and professionals in the logistics sector in
Latin America and the Caribbean, given that these innovations will bring about profound
changes in the perception of logistics. The question is not whether these changes will
affect the sector, but rather how soon. The fourth industrial revolution is already under
way, and as in the past, with globalization and the digital economy, the speed at which
governments and the private sector adapt to these changes determines, in large part,
the ability to succeed in the new scenario. Thus, the most urgent steps to be taken are to
address unresolved issues such as digital literacy, the cost and speed of Internet access,
and cybersecurity and cyber safetys3

The blockchain, as seen in the previous section, creates an interesting scenario and
opportunities to improve the traceability and security of the logistics chain. In the region
in particular, it also represents some uncertainties. The main one has to do with the
operating cost of this technology, either as part of global initiatives such as Tradelens by

3 Cybersecurity involves the prevention of cyberattacks and is concerned with the protection of information technology (IT)
—which focuses on the processing of data into information—, of operational technology (OT) —which concentrates on the
use of data to control or monitor physical processes—, and of data from unauthorized access, manipulation and disruption.
Meanwhile, cybersafety covers the risks from the loss of availability or integrity of safety-critical data and operational
technology (BIMCO and others, 2018).
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Maersk and IBM, or through an entity’s development of its own system. In both cases, in
addition to the costs to implement, maintain and update the platform, consideration must
be given to transaction costs, interoperability with other systems, and security. It is also
important to bear in mind the possible impact of these decisions on the concentration
process under way in the industry. In the fourth industrial revolution, data are the most
valuable commaodity, and if the necessary precautions are not taken, this could result in a
scenario in which the concentration of the global logistics market extends to the digital
sphere, favouring complete vertical and horizontal integration.

According to Machina Research, in Latin America the IoT is expected to grow at an annual
rate of 27% between 2014 and 2024, from 14.6 million connected devices to around
160 million at the end of the period. This widespread growth may represent an opportunity
for the region to take a huge step forward in terms of the quality of logistics, by allowing
active follow-up and traceability of the entire supply chain, at a lower cost than the
methods currently in use. The IoT also provides a large quantity of information that not
only makes it possible to improve decision-making, but —if well managed and integrated
with other platforms— would also favour better integration and management of
co-modality, encouraging modal exchange and the development of more balanced modal
distribution, which is fundamental to the reduction of costs, times and negative social and
environmental externalities.

However, Logistics 4.0 represents an enormous regulatory challenge for the governments
of the region owing to the disruptive effects it can have on the competitiveness and
productivity of the economy.These information platforms, most of which are located in the
cloud (cloud computing), may also fall outside the jurisdiction of many of the regulations
or taxes currently in effect in the foreign trade environment. This was the case with other
sharing economy platforms such as Uber and Airbnb, which disrupted their respective
economic sectors in which national regulations were unable to adapt with sufficient
speed and flexibility to ensure that these systems operated competitively with the other
traditional economic players and generated social benefits at the local level.

The regulation of telecommunications services has a considerable impact on the
widespread growth and utility of IoT. In particular, radio spectrum management, the
granting of licences, standardization of equipment and definition of national and
ideally regional standards will be fundamental to ensure market competition and
international competitiveness. Attention must also be paid to regulations on data
protection, privacy and security.

There is also a need for a modern institutional framework that adapts easily to this
new context, favouring the adoption of these new technologies and fostering their
interoperability with other national IT systems, both public and private, through a
national technological architecture. This ensures the interoperability of the different
technologies and providers while avoiding barriers to competition or proprietary schemes
that function as monopolies in the provision of hardware or associated services. The
framework would also try to ensure the protection of personal data and the privacy and
security of shared commercial information. This architecture must also evolve in line
with technological progress to guarantee suitable standardization of data semantics,
connectivity, transmission, interoperability and any other aspect needed to ensure a
suitable technological ecosystem.

Given the existence of value chains and the importance of fostering interregional trade, it
is advisable to develop or coordinate standardization and technological architecture at the
regional level to ensure the interoperability of the different trade and regional integration
agreements, as well as leverage economies of scale and encourage interregional trade and
greater regional integration in line with the proposals and goals of the 2030 Agenda for
Sustainable Development.

The ubiquity of these systems also makes these platforms vulnerable to cyberattacks.
Cyberattacks, unlike the viruses of the past (which were based mainly on tactics to
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exploit or to expose the generic vulnerabilities of IT systems) are now being carried out
by specialized groups targeting specific critical systems in order to steal commercial
information or industrial property and to exploit vulnerabilities to hijack systems
and demand a ransom, and by other specialized groups seeking to disrupt the proper
functioning of supply chains and therefore to affect the economy or the Western
development model itself (cyberterrorism).

Amid this backdrop, it is fundamental that governments provide security for critical
telecommunications and energy infrastructure, and that they foster initiatives for
the private sector to take the necessary measures to ensure that logistics operations
are resilient to these attacks, containing and limiting the repercussions on the rest
of the supply chain.

The logistics sector, including transport, is part of all countries’ economic infrastructure,
and is therefore an attractive target for malicious threat actors. As the transport industry’s
supply chain continues to integrate and automate, the risk associated with cyberattacks
will increase exponentially. Transport and logistics services are currently the second most
targeted sector, experiencing 13% of total cyberattacks and incidents in 2018 (IBM, 2019),
surpassed only by attacks on the finance and insurance sector, as shown in figure 1.

For example, according to UK P&l Club and others (2018), in 2011 the Port of Antwerp in
Belgium fell victim to an advanced persistent threat (APT) attack commissioned by a drug
cartel. “The attack targeted terminal systems which were subsequently compromised by
hackers and used to release containers without port authorities becoming aware. lllicit
drugs and contraband worth approximately US$ 365 million, firearms and approximately
USS 1.5 million were seized when authorities finally became aware.” Another case that
helps to place the seriousness of the problem in perspective is that of A.P. Moller Maersk
in June 2017, when an attack known as ExPetr led to computer system outages which
affected both oil and gas production and port operations. “Following the incident, Maersk
claimed to have changed its IT systems to prevent similar incidents from occurring in the
future. The incident resulted in an estimated US$ 300 million of losses.” (UK P&I Club and
others, 2018).

Figure
Sectors targeted most frequently by cyberattacks
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Source: IBM, “X-Force Threat Intelligence Index 2019”, 2019 [online] https://www.ibm.com/security/data-breach/threat-
intelligence.

Lastly, it is important to point out that the coordination of initiatives and investments in
technology by the public and private sectors, and the required regional coordination, for
example in smart transport systems, single-window facilities for foreign trade, electronic
data exchange and transmission, cargo tracking, among many available options, would
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also be conducive to a more efficient regional transport system, better process security,
and greater competitiveness for all participants (Pérez-Salas, 2013).

IV. International standards and best practices in the
introduction of technological rules

Suitably managing technological standards, encouraging cooperation and
introducing international best practices are fundamental to the introduction of
technological rules and the provision of guidelines for adequate security in line with
the speed of changes in these areas.

Hence, for example, the technical committee of the International Organization for
Standardization (ISO) and the International Electrotechnical Commission (IEC) have
developed international standards for the Internet of Things (ISO/IEC JTC 1, 2014) and an
Internet of Things Reference Architecture (ISO/IEC 30141), published in 2016. The Institute
of Electrical and Electronics Engineers Standards Association (IEEE-SA) has also formed a
working group with the aim of developing a standard for an architectural framework for
the Internet of Things, IEEE P2413 (IEEE-SA, 2016).

Since 2017, I1SO has sought to standardize the blockchain and distributed ledger
technologies (ISO/TC 307 - Blockchain) based on the following structure: reference
architecture, taxonomy and ontology, use cases, security and privacy, identity, smart
contracts, governance of blockchain and distributed ledger technologies, interoperability
of blockchain and distributed ledger technologies, terminology. The International
Telecommunication Union (ITU) has also expressed interest in standardizing blockchain
technology. The ITU Telecommunication Standardization Sector (ITU-T) has also set
up a focus group on application of distributed ledger technology (FG DLT), which will
develop a workplan for the standardization of interoperable services based on distributed
ledger technology (ITU-T, 2017). IEEE-SA is also developing a standard for the framework
of blockchain use in the loT (IEEE-SA, 2017), and the Linux Foundation along with other
companies has worked to create an open source platform called the Hyperledger Project
based on blockchain technology for a distributed ledger that can be used in multiple
industries, and is optimized for myriad use cases (Linux Foundation, 2016).

There are also cyberrisk management standards, such as ISO/IEC 27001 established by the
International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC), which establishes the requirements for an information security
management system. It advocates for the combination of three pillars: people, processes
and technology. As regards people, organizations must provide cybersecurity training
for employees to prevent and reduce cyberthreats. In terms of processes, information
technology must be used to define and audit organizations’ activities, functions and
documents used to mitigate cybersecurity risks. Lastly, with regard to technology, after
identifying the cyberthreats facing organizations, plans must be implemented to address
these threats and reduce the impact of a possible attack.

BIMCO has created guidelines to incorporate cyberprotection into ships’safety management
systems, including risk assessments of operational technology, navigation systems and
engine controls, and also provides a guide on addressing cyberrisks for ships deriving from
other elements of the supply chain. These guidelines are based on the following principles:
(i) awareness of the security and commercial risks arising from the lack of cybersecurity
measures, (ii) protection of IT infrastructure on-board ships and of connected equipment,
(iii) a user authentication and authorization system to guarantee appropriate access to the
necessary information, (iv) protection of data used on-board the ship, guaranteeing suitable
protection based on the sensitivity of information, (v) management of IT users, to ensure
that only authorized persons have access and rights to information, (vi) management
of communication between the ship and coastal areas, and (vii) development and
implementation of a response plan to cyberincidents based on risk assessment.
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Another guideline is MSC-FAL.1/Circ.3 of the International Maritime Organization (IMO)
which provides high-level recommendations on the management of maritime cyberrisks
in order to protect maritime transport from current and emerging cyberthreats and
vulnerabilities that can lead to operational, safety or security failures as a consequence
of information or systems being corrupted, lost or compromised or their use to commit
illicit or terrorist acts.

V.  Concluding remarks

The ongoing technological changes associated with the fourth industrial revolution
have the capacity to transform the world, affecting all areas of daily life, including the
production system and forms of work. As logistics is part of this paradigm shift, new tools
and knowledge are needed to facilitate adaptation to the new technological environment.
Technology is not an end in itself, but a means to improve the competitiveness and
sustainability of the logistics operations needed to satisfy current demands for
development with intergenerational equity.

A number of the technologies analysed in this document seek to reduce costs and
improve decision-making, and to foster the traceability and security of shipments
and information, thereby increasing trust among actors, reducing bureaucracy and
encouraging administrative transparency in order to create value added and profitable
services in the region. Therefore, policymakers and specialized regulatory agencies must
be aware of these changes in order to leverage political opportunities and moments to
create the appropriate framework for developing these instruments so that they benefit
competitiveness, the transformation of production and the creation of good quality jobs.
The information technologies presented in this paper generate volumes of data that allow
evidence-based decision-making, improving not only public-private cooperation but also
fostering transparency, digital governance and legitimate decisions.

It is also important to acknowledge the challenges raised by the new approach. There is
a need for data privacy protection policies which are compatible with the development
of technological solutions that incorporate information by leveraging the potential of
artificial intelligence, big data and other technologies to develop and market new data
that enable business models and opportunities (Voege, 2019), encouraging open solutions
in addition to proprietary architecture.

There is a wide digital divide between the region and countries that have accumulated
technological and institutional capacities. In Latin America and the Caribbean, there is
resistance to digitalization, driven by a fear of job losses and the lack of opportunities for
digital learning. Hence, along with digital literacy in the logistics sector, it is important
to implement initiatives that train and refocus human resources that may be affected or
displaced by automation and digitalization of processes towards other economic sectors
where they can generate greater value and access better paid jobs.

With the increase in technology, cyberattacks are also becoming more sophisticated as
cybercriminals use different tactics and technologies to exploit vulnerabilities, so logistics
must learn to address this issue and incorporate it into the risk model, as with other threats
seen in the past, such as drug trafficking and terrorism.

Technological advancement demands a revision of the current business model. The space-
time paradigm is very different from what was seen a few years ago, and will change much
more in the near future. The magnitude of these changes calls for a profound cultural shift
in logistics governance, especially in relation to public-private cooperation, cybersecurity
and the incorporation of resilience objectives in all logistics chain processes.

Amid this backdrop, there are important spaces to bring about regional improvements
and combine competition with cooperation (coopetition) in favour of greater regional
competitiveness. Given the limited cultural and linguistic barriers between the three
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major subregions of Latin America and the Caribbean, creating technological structures
with the aim of transparently sharing data and information, and common strategies
for maintenance and technological development, is a way to advance actively in the
transformation of production, taking full advantage of the potential of disruptive
technologies in trade logistics. The scope of the changes that have already occurred and
those expected in future also implies the need for greater cooperation and knowledge
partnerships between the public and private sectors and regional academic institutions.
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